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informaciuli teqnologiebi 
biznes-inJineringSi

sxvadasxva xarisxis konfidencialuri informaciis 

dacvis modeli

TinaTin kaiSauri, giorgi jafariZe, nino yvelaiZe, mziuri barbaqaZe

konfidencialuri informaciis dacvis meqa-
nizmebi mimarTuli��������������������������a informaciuli usafrTxoeb-
is uzrunvelyofis calkeuli aspeqtebis reali-
zebaze, rac ver uzrunvelyofs dacvis sistemis 
marTvis analizisa da sinTezis amocanebis kom-
pleqsur gadawyvetas da optimaluri daculi 
informaciuli sistemebisa da monacemTa bazebis 
Seqmnas.

amitom didi yuradReba eqceva informaciuli 
teqnologiebis dacvis sakiTxebs. aq ZiriTadi 
moTxovnaa informaciuli produqtebis integ-
rirebuli dacvis sistemebis Seqmna, romlebic 
organizebulia monacemTa bazebis saxiT.

monacemTa bazebSi inaxeba mravalferovani 
informacia ara marto warmodgenis formis 
TvalsazrisiT, aramed konfidencialobis do-
nis mixedviTac. korporaciuli, informaciuli, 
saerTo da SezRuduli gamoyenebis muqaris 
analizma gviCvena, rom informaciuli dacvis 
sistemebis organizaciisaTvis aucilebelia da-
muSavdes informaciuli teqnologia, romelSic 
SezRuduli moxmarebis dokumentebTan erTad 
gaTvaliswinebuli iqneba muSaobis moTxovnebi. 
es moTxovnebi saxelmwifoSi Sesabamisi kanoniT, 
kanonebiT an sxva normatiuli dokumentebis 
unda iyos gansazRvruli. Cven mier warmodgeni-
li teqnologia uzrunvelyofs informaciasTan 
daSvebis mravaldonian kontrols kriptografi-
uli dacviT, rac saSualebas iZleva Ria sa-
komunikacio arxebiT Senaxuli da gadacemuli 
sxvadasxva konfidencialobis mqone informacia 
maRali saimedoobiT davicvaT. 

Cven informaciis dacvis konfidencialur 
modelSi vgulisxmobT process, romelic Sed-
geba informaciuli produqtebis (monacemTa ba-

zebi, eleqtronuli dokumentebi, Setyobinebebi 
da a. S.) daculi operaciebisagan. mravaldoni-
ani dacvisas xdeba sxvadasxva donisa da kat-
egoriis monacemebis Senaxva da damuSaveba maSin, 
rodesac arsebobs personalis sxvadasxva done. 
amiT gamoiricxeba informaciasTan im pirebis 
daSveba, romelebic ar pasuxoben saidumloobis 
Sesabamis dones. 

kvlevis obieqti aris informacia konfiden-
cialobis  sxvadasxva xarisxiT. is inaxeba mo-
nacemTa bazebSi da gadaicema kavSiris Ria arx-
ebiT. Cveni mizania gadawydes konfidencialobis 
SenarCunebis amocana SezRuduli moxmarebis 
informaciisTvis da mTlianobis urRvevobis 
amocanis mxardaWera saerTo xelmisawvdomi in-
formaciisaTvis. sxvadasxva konfidencialobis 
xarisxis informaciuli resursebis dacvisas 
ZiriTad modelebs Soris urTierTkavSiri mi-
iRweva informaciuli usafrTxoebis uzrunve-
lyofis TiToeuli teqnologiuri etapis amo-
canebis gadawyvetis Sedegebis gamoyenebiT, rom-
lebic struqturirebuli da organizebulia 
specialurad daproeqtebuli monacemTa bazebisa 
da metamonacemebis bazebis saxiT.

monacemTa bazebSi Senaxuli integrirebuli 
informaciis konfidencialobis uzrunvelyofa 
miiRweva informaciis dacvis marTvis amocanebis 
etapobrivi gadawyvetiT. amaSi Sedis daSvebis 
mandaturi gamijvniT sistemis agebis modeli 
da kriptosistemebis agebis modeli. mandaturi 
gamijvniT sistemis modelSi moiazreba dacvis 
subieqtebis da obieqtebis damuSaveba, monacem-
Ta bazebTan daSvebis saxeebisa da uflebebis 
kontroli da analizi, mravaldoniani dacviT 
monacemTa bazebis Seqmna da funqcionireba, an-
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gariSebis generireba. kriptosistemebis agebis 
modelSi Sedis monacemebis daSifvra saimedo-
obis mocemuli maxasiaTeblebiT, aseve gasaRebe-
bis generacia da gavrceleba. 

monacemTa mTlianobis kontroli xorciel-
deba xarisxis Semdegi kriteriumebis mixedviT: 
sisrule (mimdinareobs monacemTa struqturis 
sruli aRweris Semowmeba), arawinaaRmdegobri-
oba (mowmdeba monacemebs Soris logikuri kav-
Sirebi, gamovlindeba Warbi da winaaRmdegobrivi 
aRwerebi, xdeba mniSvnelobebis diapazonis saz-
Rvrebis kontroli) da aqtualoba (monacemTa 
bazebSi xdeba erTdrouli da calkeuli cvli-
lebebis Seyvanis kontroli).

mravaldoniani dacvis sistemis birTvs war-
moadgens moTxovnebis damuSavebis monitori, ro-
melic amowmebs momxmareblis yovel mimarTvas 
monacemebTan an programasTan, Tu ramdenad See-
sabamebian isini im moqmedebebis sias, romelic 
daSvebulia momxmareblisaTvis. mravaldoniani 
dacvis sistema logikuri daSvebis kontroli-
sas saSualebas iZleva Tavidan iqnas acilebuli 
gaurkvevlobis elementebi. 

daSvebis mandaturi gamijvnisas mravaldoni-
ani dacviT monacemTa bazebSi xdeba formirebadi 
dacvis subieqtebisa da obieqtebisaTvis xise-
bri struqturis miniWeba, rac iZleva daSvebis 
marTvis optimalur suraTs da uzrunvelyofs 
koreqtuli marTvisaTvis daSvebis iseTi wesebis 
realizebas, rogoricaa “axali obieqtebis Seqm-
nis ufleba”, “daSvebis uflebebis gadacema sub-
ieqtebs Soris”, “moTxovnis realizaciis ufle-
ba”. subieqtis moTxovnis realizaciis uflebis 
Semowmeba  aucilebalia im SemTxvevaSi, rode-
sac daSvebis sakmarisi kategoriisas subieqts 
SeiZleba hqondes miniWebuli ufleba gaecnos 
konkretul Semosul dokuments saidumloobis 
SedarebiTi xarisxiT.

gaTvaliswinebulia agreTve dacvis subieqte-
bisa da obieqtebisaTvis ZiriTadi parametre-
bis miniWeba maTi informaciuli daculobis 
donis mixedviT. dacvis subieqtisaTvis infor-
maciis nawili saimedod unda iyos daSifruli. 
maRalefeqturi da saimedo gamoTvliTi siste-
mebis proeqtirebisas simetriuli kriptosiste-
mebis mimarT gamoiyeneba Sifraciisa da deSi-
fraciisadmi aratradiciuli midgoma, romelic 
saSualebas iZleva movaxdinoT kriptoalgoriT-
mis saidumloobis varireba nebismieri klasis 

saidumlo informaciis dacvis donis gaTval-
iswinebiT. 

SemoTavazebuli daSifvris aratradiciuli 
meTodiT miiRweva kriptomdgradoba, romelis 
damokidebulia ara marto gasaRebis sigrZeze, 
aramed Sereuli polinomialuri safuZvlis 
sistemaze.

SezRuduli moxmarebis informaciis damuSave-
bis, Senaxvis an gadacemisas gamoiyeneba iseTi 
meqanizmebi da saSualebebi, romlebic erTdrou-
lad uzrunvelyofen daculobis saWiro dones 
da akmayofilebs SezRudvebs am saSualebebis da 
proeqtebisa da eqspluataciis Rirebulebaze.

Seqmnilma monacemTa bazam unda uzrunvelyos 
dacvis teqnologiis saimedo funqcionireba, ma-
gram unda gaviTvaliswinoT isic, rom TviTonac 
SeiZleba gaxdnen borotganmzraxvelebis zemoq-
medebis obieqtebi. 

informaciis dacvis marTvis modelirebisas 
unda ganisazRvros dasaxarji resursebis Camo-
naTvali da maTi Semdgomi gamoyenebis opti-
maluri variantebi. unda ganisazRvros agreTve 
dacvis uzrunvelyofis Rirebuleba, dacvis 
sistemis efeqturoba, dacvisaTvis gamoyenebuli 
yvela meTodis gatexis albaToba da Rirebule-
ba, dacvis yvela meTodis gatexviT miyenebuli 
zaralis sidide.

Cven mier SemoTavazebul mravaldonian dacvis 
modelSi realizebulia daSvebis uflebaTa ga-
farToebuli sia da daSvebis uflebebis marTva 
arsebuli normatiuli dokumentebisa da orga-
nizaciuli tipis ganawilebul monacemTa bazeb-
Si kritikuli informaciis damuSavebis wesebis 
dacviT. damuSavebulia dacvis subieqtebisa da 
obieqtebis ierarqiebis gamoyofis procedurebi, 
agreTve subieqtebis, rogorc obieqtebis mflo-
belebis qvesimravleebis, danawileba interfei-
sis ndobiT aRWurvil da sistemis moSorebul 
abonentebs Soris.

kriptografiuli dacvis sistema, romelic 
integrebulia daSvebis mandatur gamijvnasTan, 
saSualebas iZleba mocemul iqnas kriptogar-
dasaxvis saimedoobis maxasiaTeblebi Senaxu-
li an gadasacemi informaciis saidumloobis 
xarisxis mixedviT.

SemoTavazebuli algoriTmebis maRali krip-
togradoba saSualebas iZleva uzrunvelyofili 
iqnas SezRuduli moxmarebis informaciis kon-
fidencialoba da mTlianoba misi Senaxvisas da 
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Ria kavSiriT gadacemisas. damuSavebuli mod-
elebi da meTodebi iTvaliswinebs monacemTa ba-
zebis momxmareblebis sagnobrivi aris Tavisebu-
rebebs da aparaturul-programuli platforme-
bis maxasiaTeblebs, informaciuli resursebis 
saidumloobis donis mimarT moTxovnebs da kon-
fidencialur informaciasTan momxmareblebis 
daSvebis uflebebs.
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Protection Model of Confidential Information of 
Different Levels

Summary

Protection mechanisms of confidential information 
ensure security of information. Complex solution 
of the tasks of analysis and synthesis of protection 
system management requires creation of optimally 
protected informational systems and data bases. 
By multi-level protection, tree-shaped structure is 
assigned to the formed protection subjects and objects, 
providingoptimal picture of access and ensuring 
realization of access rules for correct management. 
High-level protection of the proposed algorithms 
allows ensuring of confidentiality and integrity of 
information of limited use in the case of its storage 
and transfer through open connection.


