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informaciuli teqnologiebi 

biznes-inJineringSi

kriptografiaSi cnobili asimetriuli sistemis difi–helman–merkles 

algoriTmis gatexvis mcdeloba

(nawili II)
gulnara kotrikaZe,
stu-s akad. doqt.

mogexsenebaT, rom kriptografia infor-
maciis dacvisa da dasaidumloebis samecniero 
teqnikuri dargia. kriptografia warmoadgens 
monacemebis gardaqmnis iseTi meTodebis erTo-
bliobas, romelTa gamoyenebis Sedegad, miRe-
buli gardaqmnili monacemebis gadacemisas, 
SesaZlebeli xdeba konfidencialurobisa da 
informaciis mTlianobis dacvis problemebis 
gadawyveta.

konfidencialurobis qveS igulisxmeba pi-
radi informaciis (gamoZiebis, samxedro infor-
maciis da a.S.) saidumlo gadacema. arakanonieri 
mimRebi (hakeri), kavSiris arxidan, ver iRebs 
misTvis sasurvel informacias mTlianobaSi. in-
formaciis mTlianobaSi igulisxmeba misi Seucv-
leloba.

sazogadod, informaciuli usafrTxoebis 
qveS igulisxmeba, rogorc gadasamuSavebeli 
aseve, Sesanaxi da gadasacemi monacemebis dac-
va arakanonieri momxmareblisgan. informaciis 
dacvis saSualebaTa umetesoba emyareba krip-
tografiuli Sifrebisa da daSifvra-gaSifvris 
procedurebis gamoyenebas. Sifris gansazRvre-
bis qveS igulisxmeba Sifris gasaRebisa da krip-
tografiuli algoriTmiT mocemuli Seqcevadi 
gardaqmnis saSualebiT, Ria monacemebis simrav-
lis asaxva, daSifruli monacemebis simravleze. 
Sifris ZiriTadi maxasiaTebelia kriptomede-
goba, romelic gansazRvravs Sifris simtkic-
es kriptoanalizis meTodebiT misi gaSifvris 
mcdelobisas. es maxasiaTebeli ganisazRvreba 
im drois intervaliT, romelic saWiroa Sifris 
gasaxsnelad. kriptografiuli Sifri iTvleba 
udavod medegad, Tu kriptoanalitikosisTvis 
Ria teqstis aRdgena SeuZlebelia nebismieri 
moculobis Sifroteqstis codnis SemTxvevaSi 
[1,5].

ZiriTadi nawili
difi-helman-merkles algoriTmis medego-

bis xarisxi
informaciis kriptografiuli dacvisTvis 

gamoyenebuli Sifri unda akmayofilebdes Sem-
deg moTxovnebs: 

·	 unda xasiaTdebodes maRali kriptomede-
gobiT; 

·	 daSifvrisa da gaSifvris procesi unda 
iyos asimetriuli;

·	 daSifvrisa da gaSifvris procedura 
unda iyos martivi da swrafi;

·	 daSifruli informaciisaTvis dasaSvebia 
umniSvnelo siWarbe;

·	 Sifri ar unda iyos mgrZnobiare daS-
ifvris procesSi daSvebuli mcireodeni Sec-
domebis mimarT;

·	 kriptomeTodis algoriTmis uku gza ar 
unda arsebobdes.

kriptoanalitikosi informaciis daSifvris 
gasaRebis gamosaTvlelad, mis xelT arsebuli 
sawyisi monacemebidan gamomdinare, asrulebs 
qvemoT ganxiluli kriptoanalizuri Seteve-
bidan erT-erTs:

1.	 kriptoanalizuri Seteva, roca cnobil-
ia mxolod Sifrteqsti;

2.	 kriptoanalizuri Seteva, roca cnobil-
ia Ria teqsti;

3.	 kriptoanalizuri Seteva Ria teqstis 
arCevis SemTxvevaSi;

4.	 kriptoanalizuri Seteva Ria teqstis 
adapturi SerCeviT;

5.	 kriptoanalizuri Seteva arCeuli 
Sifrteqstis gamoyenebiT;

6.	 kriptoanalizuri Seteva gasaRebebis 
yvela SesaZlo variantebis gadarCevis meTodiT;

7.	 bandituri kriptoanalizi (SantaJi, wame-
ba, qrTami da a.S.).

kriptografiaSi arsebobs ori saxis sistema 
_ simetriuli (daxuruli) da asimetriuli (Ria). 
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simetriul sistemebSi gamoiyeneba erTi gasaRe-
bi, rogorc dasaSifrad aseve gasaSifrad, xolo 
asimetriulSi gamoiyeneba ori gasaRebi, erTi 
dasaSifrad da meore gasaSifrad, aseve gamoi-
yeneba damatebiTi parametri namdvilobis Sesa-
mowmeblad.

simetriuli sistemis difi-helman-merkles 
algoriTmi eyrdnoba galuas GF(p) martiv velSi 
logariTmebis gamoTvlis sirTules [1,2].

	

dasaSifri gasaRebi k=9, exla vipovoT gasaSi-
fri gasaRebi  k × x = 1 mod (p-1) .

9 × x = 1 mod (11-1)  anu 9 × x = 1 mod (10), x = 9. 
amis Semdeg davSifroT da Semdgom gavSifroT 
teqsti.  teqstidan amoviRoT raime cifri, 
magaliTad, rogoricaa m=5. daSifvris Sede-
gad miiRebs Semdeg saxes: mk(modp) = 59(mod11) = 
9, Ria arxiT egzavneba meore momxmarebels, me-
ore momxmarebeli gamoiyenebs meore gasaSifr 
gasaRebs: 9x(modp)=99(mod11)= 5=m, r.d.g. 

mesame arakanonieri momxmareblisTvis (hak-
eri) cnobilia Semdegi parametrebi: p, a, y1, y2. 
miuxedavad amisa, mesame pirisaTvis dResdReo-
biT realur droSi, SeuZlebelia algoriT-
mis gatexva, radgan x1=logay1(modp)=log28(mod11), 
x2=logay2(modp)=log24(mod11), Zalian bevri x1 
da x2 moiZebneba iseTi, romlebic daakmayo-
fileben aRniSnul tolobebs. analogiurad,  
mk(modp) = mk<p(mod11) = 9, aRniSnuli tolobidan  
k=logm9(mod11), Zalian bevri k gasaRebi moiZeb-
neba iseTi, romelic daakmayofilebs aRniSnul 
tolobas, magram paralelurad amisa unda moi-
Zebnos gasaSifri gasaRebi k × x = 1 mod (p-1), 1 ≤ 
k,x ≤ p-1.

Tu aRniSnuli kuTxiT miudgebiT meTodis 
gatexvis mcdelobas, realur droSi meTodi 
ar gatydeba, amitom algoriTmis gatexvisaTvis 
umjobesia mivmarToT sxva gzas. aviRoT konk-
retuli p modulis mniSvneloba, CamovweroT 
yvela SesaZlo k da x  gasaRebTa wyvilebis mniS-
vnelobebi, amovyaroT (p-1) modulis jeradi 
ricxvebi da darCenili wyvilebidan davadginoT 
kanonzomiereba.

roca p=11, maSin nebismieri a,  x1 da x2 para-
metrebisaTvis arsebobs mxolod oTxi wyvi
li gasaRebebisa, rogoricaa (K1,X1) = (1,11), 
(K2,X2)=(3,7), (K3,X3)=(7,3), (K4,X4)=(9,9). gasaRebTa 
wyvili yovelTvis Sedgeba kenti ricxvebisagan 

k<p,  x<p. 
roca p=13, maSin nebismieri a,  x1 da x2 par-

ametrebisaTvis arsebobs mxolod oTxi wy-
vili gasaRebebisa, rogoricaa (K1,X1)=(1,13), 
(K2,X2)=(5,5), (K3,X3)=(7,7), (K4,X4)=(11,11). gasaRebTa 
wyvili yovelTvis Sedgeba kenti ricxvebisagan 
k<p,  x<p . 

roca p=17, maSin nebismieri a, x1 da x2 
parametrebisaTvis arsebobs mxolod rva wy-
vili gasaRebebisa, rogoricaa (K1,X1)=(1,17), 
(K2,X2)=(3,11), (K3,X3)=(5,13), (K4,X4)=(7,7), 
(K5,X5)=(9,9), (K6,X6)=(11,3), (K7,X7)=(13,5), 
(K8,X8)=(15,15). gasaRebTa wyvili yovelTvis 
Sedgeba kenti ricxvebisagan  k<p,  x<p .

roca p=19, maSin nebismieri a, x1 da x2 para-
metrebisaTvis arsebobs mxolod eqvsi wy-
vili gasaRebebisa, rogoricaa (K1,X1)=(1,19), 
(K2,X2)=(5,11), (K3,X3)=(7,13), (K4,X4)=(11,5), 
(K5,X5)=(13,7), (K6,X6)=(17,17). gasaRebTa wyvili 
yovelTvis Sedgeba kenti ricxvebisagan k<p,  x<p 

roca p=23, maSin nebismieri a, x1 da x2 parametre-
bisaTvis arsebobs mxolod aTi wyvili gasaRe-
bebisa, rogoricaa (K1,X1)=(1,23), (K2,X2)=(3,15), 
(K3,X3)=(5,9), (K4,X4)=(7,19), (K5,X5)=(9,5), 
(K6,X6)=(13,17), (K7,X7)=(15,3), (K8,X8)=(17,13), 
(K9,X9)=(19,7), (K10,X10)=(21,21). gasaRebTa wyvili 
yovelTvis Sedgeba kenti ricxvebisagan k<p,  x<p .

roca p=29, maSin nebismieri a, x1 da x2 para-
metrebisaTvis arsebobs mxolod Tormeti wy-
vili gasaRebebisa, rogoricaa (K1,X1)=(1,29), 
(K2,X2)=(3,19), (K3,X3)=(5,17), (K4,X4)=(9,15), 
(K5,X5)=(11,23), (K6,X6)=(13,13), (K7,X7)=(15,15), 
(K8,X8)=(17,5), (K9,X9)=(19,3), (K10,X10)=(23,11), 
(K11,X11)=(25,9), (K12,X12)=(27,27). gasaRebTa wyvili 
yovelTvis Sedgeba kenti ricxvebisagan k<p,  x<p  
da a.S [3,6].

zemoaRniSnul dakvirvebas Tu gavagrZelebT, 
SegviZlia davamtkicoT, radgan dasaSifri da 
gasaSifri gasaRebTa wyvili gamoiTvleba luwi 
moduliT 

k×x=1(mod(p-1)),
amitom yovelTvis k dasaSifri da x gasaSifri 

gasaRebTa wyvili miiReba kenti ricxvebi, oRond 
iseTi romelsac ar eqneba saerTo jeradi (p-1)-
Tan. mesame pirma (hakerma) icis p moduli, aqedan 
gamomdinare misTvis SesaZlebelia saidumlo 
ricxvebis gareSe (romelic airCies momxmare-
blebma erTmaneTis damoukideblad, romelic mas 
saerTod ar sWirdeba da mis Zebnas namdvilad ar 
daiwyebs),  p martivi ricxvis(modulis)  saSuale-
biT ipovos yvela SesaZlo wyvili gasaRebebisa, 
magram Semdeg mouwevs am gasaRebTa simravlidan 
gadarCeva. 

garda amisa, rac aseve mniSvnelovania infor-
maciis daSifvra-deSifraciis dros − es aris in-
formaciis namdvilobis Semowmeba. anu sawyisma 
momxamarebelma unda daSifros informacia 

                      I  მომხმარებელი 

X1=3 

Y1= aX1 mod p = 23 mod 11 = 8 

4X1  mod p = 43 mod 11 = 9 = k 

                  II  მომხმარებელი 

X2=2 

8X2 mod p = 82 mod 11 = 9= k 

Y2 = aX2 mod p = 22 mod 11= 4 
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gasaRebTa wyvilidan dasaSifri Ria gasaRebiT, 
miRebul Sifroteqsts ugzavnis mimReb mxares 
Ria yvelasaTvis xelmisawvdomi arxiT. Semdgom 
mimRebi miRebul daSifrul informacias gaSi-
fravs gasaRebTa wyvilidan Sesabamisi meore 
gasaRebiT (romlebic aris urTierTSebrunebu-
li) da miiRebs sawyis informacias. 

vTqvaT, hakerma xelT Caigdo daSifruli te-
qsti, romelic Riad igzavneba da qseli ar aris 
daculi. mimReb mxares unda SeeZlos miRebuli 
daSifruli informaciis namdvilobis Semowme-
ba. anu Riad gadacemis procesSi SesaZlebelia 
hakerma Secvalos daSifruli teqsti (misTvis 
meTodi cnobilia), e.i. algoriTmi cnobilia, 
amitom mas SeuZlia Tavisi teqsti daSifros 
da is gaugzavnos mimReb mxares, amitom mimRebs 
unda SeeZlos miRebuli teqstis namdvilobis 
dadgena, rac aRniSnul meTodSi ar aris gaT-
valiswinebuli. 

garda amisa, rac Tavis mxriv kidev ufro 
mniSvnelovania, gasaRebis gamoTvlis procesic 
xdeba Ria arxiT, es dadebiTi mxarea Ria arx-
iT rom xdeba procedurebi Tumca, hakers Seu-
Zlia gasaRebis gamoTvlis procesSi pirveli 
momxmareblis mier Riad gagzavnili parametri 
Secvalos Tavisi gamoTvliliT, mimRebi ki 
gaagrZelebs process miiRebs gasaRebs, Semdeg 
moaxdens ukuprocess. ase rom gasaRebs miiRebs 
hakeri da mimRebi mxareebi, rac raTqmaunda miu-
Rebelia. amitom garda imisa, rom daSifrul in-
formaciasac sWirdeba Semowmeba, aseve sWideba 
gasaRebis gamoTvlis processac, rac meTodSi 
ar aris Cadebuli, rac mis saimedoobas saeWvos 
xdis [4-6].

gasaRebTa wyvilis mniSvnelobebi, yovelTvis 
iqneba kenti ricxvebi, radgan (p-1) moduli yo-
velTvis dajdeba luwi ricxvi da (p-1)-is jera-
di, luwi ricxvebi, gasaRebTa simravlidan amo-
vardeba. Sesabamisad gasaRebTa wyvilis raode-
noba sagrZnoblad Semcirdeba, iqneba mxolod 
kenti ricxvebi da kenti ricxvebidanac ara yve-
la. amiT hakeri gadarCevis TvalsazrisiT, sagr-
Znoblad  moigebs droSi da ara mxolod.

e.i. hakers, radgan algoriTmSi ar aris gaT-
valiswinebuli namdvilobis Semamowmebeli 
kodebi, SeuZlia gasaRebTa yvela SesaZlo wy-
vilis gamoTvla, garda amisa SeuZlia CaerTos 
rogorc gasaRebis gamoTvlis procesSi aseve 
Sifroteqstis SecvlaSi, rac metyvelebs meTo-
dis dabal medegobaze.
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Summary
G. Kotrikadze

In an Attempt to Break the Cryptography Algo-
rithm of Dipi-Helman–Merkle

The paper presents the possibility of cryptography, 
meaning and purpose. The crypto requirements and ways 
cryptography attacks. The dipi - helman - merkles method 
described in the examples and ways of breaking the algo-
rithm and verifying the authenticity of options.

	

reziume

naSromSi warmodgenilia kriptografiis Sesa-
Zlebloba, arsi da mizani. mocemulia Sifris 
moTxovnebi da kriptoanalizuri Setevebis  gze-
bi. mocemulia difi–helman-merkles meTodi 
Tavisi magaliTiT da aRwerilia algoriTmis ga-
texvis gzebi da namdvilobis damadasturebeli 
parametrebi.

	


