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eleqtronul komerciaSi monacemTa dacvis 

lokaluri teqnologiebi

marine qarselaZe, doqtoranti

reziume

dRes, sayofacxovrebo pirobebSic ki Sesa­
Zlebelia kompiuteruli sistemis  momarTva ise, 
rom yoveldRiurad sruldebodes internetis 
informaciuli sivrcis skanireba

bolo aTwleulSi gamoCnda teqnikuri saSu­
alebebi, romelmac  SesaZlebeli gaxada komer­
ciuli saqmianobis kompleqsuri avtomatizacia 
anu eleqtronuli komercia.

sakvanZo sityvebi: el-komercia, brandmaueri, 
proqsi-serveri, serveri
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IN ELECTRONIC COMMERCE
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Summary

Today, the living conditions are possible on a computer 
system for adjusting so that the daily performed the Inter-
net information space scanning.

Until recently, the automation of commercial trans-
actions on the local character. Only in the last decade, a 
prominent technical means that made ​​it possible to auto-
mate complex business electronic commerce.

KEYWORD:  electronic commerce, security firewall, 
server

* * * * * * *
Tanamedrove komercias tradiciuli vaWro­

bisagan ganasxvavebs is, rom es araa ubralod 
saqonelbrunva Sesrulebuli mwarmoeblebis an 
klientebis mimdinare moTxovnilebebis dasak­
mayofileblad. es aris mTeli rigi RonisZie­
bebis uwyveti kompleqsi, romelic sruldeba 
komerciuli procesis sxvadasxva etapebze.

tradiciuli savaWro urTierTobebis gamokv­
levisas martivad moiZebneba imis magaliTi Tu 
rogor gamoiyeneba  komerciuli ciklis Ti­
Toeul etapze teqnikuri saSualebebi, maT So­
ris eleqtronuli,  danaxarjebis Semcirebis 
avtomatizaciisaTvis. magram es kidev ar aris 
eleqtronuli komercia. eleqtronuli komer­
ciisaTvis damaxasiaTebelia kompleqsuri av­
tomatizacia.

eleqtronuli komercia - es savaWro saqmi­
anobaa, romlis ZiriTadi mizania mogebis miRe­
ba da damyarebulia komerciuli ciklis kom­
pleqsur avtomatizaciaze gamoTvliTi teqnikis 
gamoyenebiT.

”idealur”  SemTxvevaSi eleqtronuli komer­
cia saSualebas iZleva srulad gamoiricxos 
adamiani - aramarto klienti aramed myidvelic 
komerciuli ciklidan.

urTierTobis sistema gamyidveli-myidveli  
SeiZleba Seicvalos avtomaturad funqcionire­
badi sistemiT serveri-klienti warmodgenili 
mxolod aparatuli da programuli saSualebe­
biT.

dRes, sayofacxovrebo pirobebSic ki Sesa­
Zlebelia kompiuteruli sistemis  momarTva ise, 
rom yoveldRiurad sruldebodes internetis 
informaciuli sivrcis skanireba magaliTad,  
romelime  (saintereso) avtoris axali romanis 
mosaZebnad da savaWro serveris mxridan komer­
ciuli SeTavazebis aRmoCenisas avtomaturad 
Seasrulos urTierT angariSsworeba, ris Sem­
degac gadagzavnis  miRebul nawarmoebs mflo­
belis kavSiris mobiluri saSualebebze.

bolo aTwleulSi gamoCenilma teqnikurma 
saSualebebma SesaZlebeli gaxada komerciuli 
saqmianobis kompleqsuri avtomatizacia anu 
eleqtronuli komercia.

statiaSi ganvixilav informaciis dacvis da 
Senaxvis teqnologias ara transportirebis 
gzaze, aramed informaciis dacva Senaxvis adg­
ilze. kerZod, kompiuterze Seumowmebeli pro­
gramebis dayenebiT  SeiZleba daiwyos serveru­
li tipis programis ukontrolo moqmedeba. zo­
gierT SemTxvevaSi msgavsi ”serverebi” daSore­
bul klients gadascemen kompiuterze Senaxul 
informacias, zogierT SemTxvevaSi ki Semoi­
farglebian im monacemebis gadacemiT, rom­
lebic klaviaturidan Seiyvanebian klientebis 
saregistracio saxelisa da parolis CaTvliT, 
xolo zogierT SemTxvevaSi kompiuteris marT­
vas mTlianad gadascems daSorebul terminals.  
msgavs programebs daSorebuli administrirebis 
saSualebebs  uwodeben. aiyvans ra daSorebuli 
marTvis qveS  romelime kompiuters qselSi, xu­
ligani misgan iwyebs Setevas meore ”msxverplze” 
da ase Semdeg.  Sedegad iqmneba Sualeduri 
kompiuterebis jaWvi, romelTa mflobelebi 
verc ki ieWvianeben, rom maTi saxeliTa da maTi 
kompiuteriT viRacam SeiZleba ukanono moqme­
debebi Caidimos. gansakuTrebiT saSiSi opera­
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ciebis Catarebisas borotmzravelebi wyveten 
jaWvs da ”asufTaveben” gamoyenebul kompiuter­
ebze protokolur failebs, romlebic inaxaven 
monacemebs Semdgari kavSiris  seansebze. 

daSorebuli administrirebis safrTxe er­
TerTi yvelaze TvalsaCino, magram ara erTad­
erTi safrTxea qselSi. arseboben mravali sx­
vadasxva meTodebi qselSi ukanono moqmedebis 
Sesasruleblad. zogierTis winaaRmdeg arsebobs 
dacvis aqtiuri saSualebebi, zogierTis ki - pasi­
uri. arseboben  ”Setevis” iseTi saxeebi, rogor­
icaa  ”SekiTxvebis Stormi”, romelTa winaaRm­
degac Znelad moiZebneba sabolood dacvis te­
qnikuri saSualeba,  rameTu moTxovnebis miReba 
da damuSaveba kompiuteruli sistemis bunebrivi 
funqciaa. mocemul SemTxvevaSi ZiriTadi aqcen­
ti ata teqnikur saSualebebze keTdeba, aramed 
dacvis samarTlebriv uzrunvelyofaze.

iseTi programebis Seqmna, an arsebul pro­
gramebSi iseTi cvlilebebis Setana Segnebulad, 
romlebic iwveven arasanqcirebul ganadgure­
bas, blokirebas, modificirebas an informaci­
is kopirebas, kompiuteris, kompiuteruli sis­
temebis an qselebis muSaobis darRvevas, aseTi 
programebis gamoyeneba an kompiuterul matare­
blebiT gavrceleba - isjeba kanoniT gaTval­
iswinebuli Tavisuflebis aRkveTiT an sajarimo 
sanqciebiT (saqarTvelos kanoni kompiuteruli 
danaSaulebebis Sesaxeb).

saerTaSoriso qselis mxridan SesaZlo 
Setevebisgan kompiuterebis srulad dacvis 
yvelaze saimedo meTodi - internetidan fizi­
kuri gamorTvaa. gasagebi mizezebis gamo am triv­
ialur variants ar ganvixilavT, magram moce­
mul SemTxvevaSi principuli gansxvavebis gada­
sawyvetad moqmedeben iseve, rogorc sxva mraval 
analogiur situaciebSi - SemoyavT Suamavali. 
aseTi Suamavali SeiZleba iyos sxva kompiuteri, 
an specialuri programuli saSualeba, ganTavs­
ebuli  dasacav kompiutersa (lokaluri qselsi) 
da garemos (lokaluri qseli, globaluri qseli, 
inteneti) Soris. aseT aparatul an programul 
saSualebebs brandmauerebs (Firewall) ben. teqni­
kur literaturaSi iyeneben terminsac ”damcavi 
ekrani” an ”qselTaSoris ekrani”.  (nax.1.)

naxati 1.brandmaueriT dacvis sqema.
brandmaueris moqmedebis principi damyare­

bulia imaze, rom es saSualebebi akontrole­

ben  SeerTebis mdgomareobas qveda gamoyenebis 
doneze  (SeerTebis done, qseluri done, sa­
transporto done) da amiT SeuZlia gamoiWiros 
arasanqcirebuli saSualebis muSaobis niSnebi, 
SeumCnevlad SemoWrili Tavisi virtualuri 
SeerTebiT kavSiris sistemaSi gamoyenebiTi 
donis qvemoT, romelic eqvemdebareba klien­
tis kontrols. kerZod, brandmauers SeuZlia 
uTvalTvalos daSorebuli administrirebis 
saSualebebs. imavdroulad brandmauers Seu­
Zlia akontrolos monacemTa nakadi (trafiki) 
da ganaxorcielos misi filtracia. brandmau­
eris Sesabamisi gamarTviT SeiZleba mTlianad an 
nawilobriv aukrZalos gareSe klientebs dacul 
areSi myof samsaxurebTan, an piriqiT, aukrZa­
los Sida klientebs gare qselis samsaxurebTan 
mimarTva.

brandmaueris muSaobis arsis ukeT gasagebaT 
ganvixiloT martivi magaliTi. vTqvaT ori sa­
warmos xelmZRvanelebi cvlian Setyobinebebs 
(werilebs). daweril weris xelmZRvaneli gadas­
cems mdivans dasabeWdad, xolo mdivani gadas­
cems kuriers misatanad.  am sistemaSi kavSiris 
mxolod sami donea: gamoyenebiTi (xelmZRvane­
li), wardgenis done (mdivani) da fizikuri done).

fizikuri kavSiri arsebobs mxolod kurier­
ul samsaxurebs Soris, Tumca xelmZRvanelebic 
agreTve varaudoben, rom maT Sorisac aris kavS­
iri.kavSiri namdvilad aris, magram virtualuri 
(Suamavlis gavliT). sxvaTaSoris mdivnebsac 
SeuZlia CaTvalon, rom maT Sorisac aris vir­
tualuri kavSiri.

davuSvaT, rom mdivnebma moilaparakes da 
werilebis beWdvisas cvlian ivformacias erT­
maneTSi. gamgzavnis mdivani raRacas awers fan­
qriT werilis boloSi, xolo mimRebis mdivani 
Slis fanqriT miwerils.

xelmZRvanelebi kavSiris sistemaSi ikaveben 
maRal dones, amitom maT ar ician, rom maT arxs 
iyeneben arasanqcirebulad. Tumca amas marti­
vad mixvdebian kurierebi Tuki maT miscemenimis 
uflebas, rom waikiTxos is rasac gadascemen. 
specialurad momzadebul kuriers mocemul mo­
mentSi SeuZlia misces signali xelmZRvanels, 
rom man aRmoaCina dauregistrirebeli kavS­
iri (SeerTeba). swored amiT arian dakavebuli 
brandmauerebi.

brandmaueris gamarTvis Sedegad TanamSrom­
lebze dakisrebuli SezRudvebis erToblioba  
qseluri usafrTxoebis reJimis uzrunvelyofis 
sferoSi ganisazRvreba sawarmos politikiT. am 
politikis realizaciaze pasuxismgebelia ndo­
biT aRWurvili piri, rogorc wesi - sistemis 
administratori.

umartivesi programuli saSualebis AT­
Guard (WWW.atguard.com) muSaobas, romelic 
asrulebs brandmaueris funqcias gaecnobiT 
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mocemuli Tavis praqtikul samuSaoSi. pro-
grama fonur reJimSi muSaobs da asrulebs 
sakomunikacio portebis mdgomareobis Semow-
mebas. ama Tu im portis gamoyenebis mcdelo-
bis aRmoCenis SemTxvevaSi igi atyobinebs 
klients. Tu komunikaciis ganxorcielebia 
Sesaxeb misTvis cnobilia, mas SeuZlia neba 
darTos TCP - SeerTebis Seqmnaze. winaaRm-
deg  SemTxvevaSikrZalavs da iRebs zomebs 
momTxovnis identifikaciisaTvis. SesaZlebe-
lia, rom moTxovna Semovida garedan (xuli-
gani eZebs  kontaqts sakomunikacio portebis 
skanirebis gziT), an SeiZleba Signidan (daS-
orebuli administrirebis saSualebebi ukve 
farulad muSaoben kompiuterze da cdilo-
ben qselSi gasvlas).

proqsi-serverebi
proqsi-serverebi programuli saSualebe­

bia, romlebic agreTve Suamavlis funqciebs as­
ruleben, magram brandmauerebisagan gansxvave­
biT ara inspeqtorebi, aramed dispeCerebia. da­
sawyisSi proqsi-serverebi gankuTvnili iyo ara 
kompiuterebis an lokaluri qselebis dasaca­
vad, aramed maTi muSaobis optimizaciisaTvis 
internetSi.

1. 	 kompiuteris klienti agzavnis internet­
Si moTxovnas garkveuli veb-resursis mowode­
baze, magram es moTxovna igzavneba ara qselSi 
aramed proqsi-serverze.

2. proqsi-serveri Tavisi saxeliT agzavnis 
internetSi moTxovnas am veb-resursis mowode­
baze da iRebs gamoZaxils daSorebuli serveri­
dan.

3. miRebul resurs proqsi-serveri gadascems 
klientis muSa sadgurs.

amasTan klients eZleva Semdegi upirateso­
bebi:

● daSorebulma serverma ar icis zustad 
visgan miiRo moTxovna, misi azriT is Semovida 
proqsi-serveridan (anonimurobis funqcia);

● 	 proqsi-serveris gavliT miRebuli veb-
gverdebi imaxsovreba masze (qeSirdeba), da Tu   
lokaluri qselis sxva klienti mimarTavs veb-
resurs, romelic axlaxan miiRo misma kolegam, 
maSin is miiRebs mas ara daSorebuli serveridan, 
aramed proqsi-serveridan, rac gacilebiT swra­
fad moxdeba (CanotvirTvis daCqarebis funqcia);

●  veb-gverdia elementebi proqsi-serveris 
gavliT analizdeba da ifiltreba, anu usarge­
blo informacia, magaliTad reklama, SeiZleba 
daicxrilos (filtraciis funqcia);

● xangrZlivi muSaobis Sedegad proqsi-
serverze grovdeba internetis serverebis do­
menuri saxelebis da maTi IP-misamarTebis Sesa­
bamisobis Sesaxeb monacemebi, risi wyalobiTac 
igive veb-resursebTan ganmeorebiT mimarTvi­
sas ukve saWiro aRar aris maTi IP-misamarTebis 

Zebna DNS - sistemis SedarebiT nel ierarqiul 
struqturaSi (SeerTebis daCqarebis funqcia).

miuxedavad imisa, rom proqsi-serveris Ziri­
Tadi daniSnuleba TiTqos ar aris dakavSire­
buli monacemebis dacvasTan, miuxedavad amisa 
is aseT dacvas mainc uzrunvelyofs. jer erTi, 
sawarmos administraciis mier proqsi-serveris 
SeiZleba moimarTos ise, rom SeizRudos Tan­
amSromlebi veb-resursebis im viwro wresTan 
dasaSvebaT, romelic aucilebelia maTi davale­
bebis Sesasruleblad. meorec, proqsi-serveri, 
rodorc Suamavali, SeuZlia akontrolos mas­
Si gamavali monacemebis informaciuli Sinaar­
si. mas SeuZlia dablokos virusebis Semcveli 
failebi da arqivebi, agreTve eTikuri, politi­
kuri da religiuri TvalsazrisiT dauSvebeli 
cnobebi. da bolos, proqsi-serveri saSualebas 
iZleva daifaros dasacavi qselis struqtura 
da arqiteqtura garedan analizisagan. es Zalian 
mniSvnelovani momentia, radganac informaciul 
sistemaze daSorebul Setevas, rogorc wesi 
win uZRvis misi programuli da aparatuli uz­
runvelyofis Seswavla gamokvleva. programe­
bis versiis codna, romlebic uzrunvelyofen 
lokaluri qselis musaobas, saSualebas aZlevs 
xulignebs gamoavlinon misi susti adgilebi da 
gamoiyenos isini specialuri programebis saSu­
alebiT - egreTwodebuli eqsploitebiT. gare 
damkvirveblebidan qselis arqiteqturis damal­
va  - es erTerTi pirveladi saSualebaa infor­
maciuli Setevis saSualebebis gamoyenebisgan 
Tavis dasacavad.

umartivesi programuli saSualebis InterMute 
muSaobas, romelic asrulebs proqsi-serveris 
funqcias, gaecnobiT mocemuli Tavis praqti­
kul samuSaoSi. programa fonur reJimSi muSa­
obs da asrulebs mowodebuli veb-resursebis 
Sinaarsis Semowmebas.  kerZod, is kompiuterze 
cookie markerebis  dablokis  saSualebas iZleva  
da aanalizebs veb-gverdebis gaformebis elemen­
tebs. 

daskvna
sameurneo saqmianobis dros xandaxan sa­

warmoebs Soris aucilebeli xdeba naRdi an­
gariSsworeba. Cveulebrivad es dakavSirebulia 
gadaxdis daCqarebasTan. am SemTxvevaSi mxareebi 
ar Tavisufldebian pirveladi dokumentebis 
(sakaso Cekebi, angariS faqturebi da sxva) Sen­
axvis valdebulebebisagan  Semdgomi aRricxvi­
sa da kontrolisaTvis, magram gamoiricxulia 
bankis mxridan mimRebisa da gadaxdis daniS­
nulebis aRricxvis aucilebloba, rac amaRlebs 
angariSsworebis operatulobas.  aseTi naRdi 
angariSsworebis imitireba iuridiul pirebs So­
ris SesaZlebelia eleqtronuli formiTac. amis 
aucilebloba arsebobs eleqtronuli komerci­
is  B2B modelSi.
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modeli, romlis drosac garigebis orive 
monawile TavisTan inaxaven gadaxdis dokumen­
tebs, xolo banki maT ar inaxavs dafuZnebulia 
brma xelmoweris  meqanizmze. brma xelmow­
eris  meqanizmi teqnikurad dafuZnebulia ar­
asimetruli kriptografiis (xelmoweris) RSA 
algoriTmis unikalur maTemaTikur Tvisebaze. 
ganvixiloT es Tvisebebi magaliTze.  

1.	  pirvel etapze gadamxdeli TviTon qmnis 
nebismieri Rirebulebis eleqtronul kupiuras, 
mag. 333$. damatebiTi monacemebis rangSi masSi 
Seaqvs Tavisi monacemebi, monacemebi mimRebze 
da gadaxdis daniSnulebaze.

2.	  Semdeg gadamxdeli miRebul dokuments 
Sifravs Tavisi piradi (daxuruli) gasaRebiT. 
amis Semdeg mas SeeZlo es kupiura gaegzavna 
Tavis bankSi dasamowmeblad, magram banks SeuZlia 
miiRos yvelaferi, rac Cawerilia eleqtronuli 
kupiuris failSi klientis saerTo (Ria) gasaRe­
biT. amitom gadamxdels Semoaqvs damatebiTi 
etapi.

3.	  daSifruli Setyobinebis TiToeuli 
simbolo mravldeba raime nebismier ricxvze. es 
daSifvris TiTqos   damatebiTi etapia. Sifris 
dacvis TvalsazrisiT es raTqma unda primiti­
ulia, magram sakmarisi, rom dokumenti TvalSi 
ar moxvdes bankis TanamSromels.

analogiur magaliTs adgili aqvs Cveulebri­
vi safosto kavSirisas. safosto konverti prim­
itiuli dacvaa, magram sruliad sakmarisi, rom  
werilis Sinaarsi TvalSi ar moxvdes fostis 
TanamSromels.

4.	  banki gadamxdelisagan iRebs raRac 
arawakiTxvad fails TxovniT daamowmos igi ro­
gorc 333 $ Rirebulebis eleqtronuli kupiura. 
banki Camowers am Tanxas gadamxdelis angariS­
idan da Sifravs fails Tavisi daxuruli gasaRe­
biT, ris Semdegac ubrunebs fails gadamxdels.

5.	  gadamxdeli aRadgens daSifrul Sety­
obinebas gayofs ra Setyobinebis TiToeul sim­
bolos misTvis cnobil ricxvze. amasTan bankis 
eleqtronuli xelmowera ar irRveva - swored 
amaSi mdgomareobs arasimetruli kriftografi­
is algoriTmis unikaluroba. Sedegad gadamxde­
li iRebs gadaxdis dokuments daSifruls saku­
Tari daxuruli gasaRebiT da kidev  bankis dax­
uruli gasaRebiT. am dokuments is gadaugzavnis 
Tanxis mimRebs.

6.	  Tanxis mimRebi iyenebs bankis da gad­
amxdelis Ria gasaRebebs failis gasaxsnelad. 
mas SeuZlia Tavis banks es faili warudginos Se­
sabamisi Tanxis Tavis angariSsworebis angariSze 
Casaricxad, amasTan mas rCeba gadamxdelis mier 
xelmowerili  dokumenti, romelSic motanil­
ia sabuRaltro aRricxvisaTvis saWiro yvela 
monacemebi. 

nax 2. urTierT angariSsworebis modelebi 
eleqtronuli xelmoweris meqanizmis gamoyen­

ebiT
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