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informaciuli usafrTxoeba 

(mimoxilva)
kaxaber JamuraSvili, doqtoranti

reziume

informaciuli teqnologiebiT sargebloba 
mis ganviTarebasTan erTad kidev ufro aqtua
luri gaxda, swored amitimom kritikul 
mniSvnelobas iZens misi efeqturi da usafrTxo 
gamoyeneba, standatebis Camoyalibeba misi 
mniSvnelobisa da gavrcelebis sferos gansaz
Rvrva, statiaSi ganxiluli sakiTxebi xels uwyobs 
informaciuli usafrTxoebis sami ZiriTadi 
komponentis uzrunvelyofas rogoric aris 
informaciis: mTlianoba, konfidencialuroba 
da xelmisawvdomoba.

Information security review

Kakhaber Jamurashvili

Summary

Information technology for use in its development with 
even more urgency, the amitimom critical importance of 
effective and safe to use, standards in light of its importance 
and scope define discussed issues contributes to information 
security are three main components to support such as 
information: integrity, confidentiality and availability.

* * * * * 

informaciuli usafrTxoebis mizania yve-
la saxis da warmomavlobis informaciis 
dacva. es informacia SeiZleba inaxebodes 
rogorc qaRaldze, aseve kompiuterul siste
mebSi, an Tundac momxmarebelTa gonebaSi. 
IT usafrTxoeba dakavebulia pirvel rigSi 
eleqtronulad Senaxuli informaciis usa-
frTxoebaze da mis damuSavebaze. infor
maciuli usafrTxoebis klasikuri sabazo 
faseulobebia konfidencialoba, mTlianoba 
da wvdoma. „sainformacio sistemebis menej-
mentis saerTaSoriso gamocdileba“ infor-
maciuli usafrTxoebis sxva generirebuli 
zogadi terminebia, magaliTad, auTenTic-
iteti, pasuxismgebloba, saimedooba da umt-
yunoba.  informaciis usafrTxoebas emuqreba 
ara mxolod ganzrax qmedebebi (magaliTad, 
kompiuteruli virusebi, informaciis warT-
meva/mosmena, kompiuteris qurdoba). Semdegi 

magaliTebi iZleva amis ilustracias:   dau-
Zleveli Zalis mier (rogoricaa cecxli, wya-
li, qariSxali, miwisZvra) media–matareblebi 
da IT-sistemebi dazaralebulia an CaSlilia 
xelmisawvdomoba monacemTa centrSi. doku-
mentebi, IT-sistemebi an samsaxurebi aRaraa 
survilisamebr xelmisawvdomebi; mas Semdeg, 
rac moxda warumatebeli programuli ganax-
leba, aplikaciebi aRar funqcionirebs an 
monacemebi SeumCnevlad Seicvala; mniSvnelo-
vani biznes procesi Wianurdeba, radgan er-
TaderTi adamiani, vinc icnobs programebs, 
avadaa; konfidencialuri informacia SemTx-
veviT gadaeca arasanqcirebuli pirs, rad-
gan dokumentebi an faili ar iyo moniS-
nuli, rogorc „saidumlo”. „sainformacio 
sistemebis menejmentis saerTaSoriso gamo
cdileba“ eleqtronuli damuSaveba gavrcel-
ebulia cxovrebis TiTqmis yvela sferoSi, 
aRar aqvs mniSvneloba gansxvavebas, infor-
macia muSavdeba informaciuli teqnologiT, 
sakomunikacio teqnologiiT Tu qaRaldze. 
termini sainformacio usafrTxoeba, nacv-
lad IT usafrTxoebisa, yovlismomcvelia da 
amitom ufro Sesaferisi. Tumca, literatu-
raSi gamoiyeneba ZiriTadad termini „IT usa-
frTxoeba” (radgan es moklea).  winamdebare 
naSromSic iqneba gamoyenebuli es termini, an 
Sesabamisi termini „IT sabazo dacva“ [1]. 

informaciuli usafrTxoebis standar
tebis mokle mimoxilva informaciuli usaf
rTxoebis sferSi sxvadasxva standartebi 
SemuSavda, romlebSic nawilobriv sxvadasxa 
miznobrivi jgufebi an Tematuri sferoebi 
aris wina planze wamoweuli. usafrTxoebis 
standartebis gamoyeneba biznesSi an xeli
suflebaSi ara mxolod aumjobesebs usafr
Txoebis dones, is aseve xels uwyobs sxva
dasxva dawesebulebebs Soris koordinacias, 
romlebSic usafrTxoebis zomebi unda ganx-
orcieldes nebismieri formiT. qvemoT, Semde-
gi mimoxilva gviCvenebs yvelaze mniSvnelo-
vani standartebis mimarTulebebs. 

ISO–standartebi informaciuli usafrTxo
ebisTvis ISO და IEC saerTaSoriso normebis 
organizaciebSi gadwyda, rom informaciuli 
usafrTxoebis standartebi gaerTianebuliyo 
2700x seriaSi, romelic mudmivad izrdeba. 
mniSvnelovani standartebia: „sainforma-
cio sistemebis menejmentis saerTaSoriso 
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gamocdileba“ ISO 2700x es standarti iZleva 
zogad mimoxilvas informaciuli usafrTxo
ebis menejmentis sistemebis (ISMS) da maTi 
urTierTdamokidebulebis Sesaxeb ISO 2700 x 
–ojaxis sxvadasxva standartebs Soris. aqve 
gadmocemulia ISMS–is ZiriTadi principebi, 
koncefciebi, terminebi da gansazRvrebani. ISO 
27001 sainformacio teqnologiebis sirTuli-
sa da serTifikatebze moTxovnebis gamo mrav-
ali instruqcia, standarti da informaci-
uli usafrTxoebis erovnuli standartebi 
warmoiSva bolo wlebSi. standarti ISO 27001 
– “informaciuli teqnologia - usafrTxo
ebis teqnika - informaciuli usafrTxoebis 
marTvis sistemis moTxovnebis specifikacia” 
aris pirveli saerTaSoriso standarti in-
formaciuli usafrTxoebis marTvaSi, romel-
ic aseve sertificirebis saSualebas iZleva. 
ISO 27001 iZleva 10 gverdian zogad rekomen-
daciebs, maT Soris Sesavlis (danergvis), 
eqspluataciis da dokumentirebuli infor-
maciis usafrTxoebis marTvis sistemis sru-
lyofisTvis, aseve riskebis gaTvaliswinebiT. 
normatiul danarTSi moxseniebulia kon-
troli ISO / IEC 27002 –dan. Tumca, mkiTxveli 
ar iRebs daxmarebas praqtikuli ganxor-
cielebisTvis. ISO 27002 ISO 27002–is (yofili 
ISO 17799:2005) “informaciuli teqnologiebi 
- informaciuli usafrTxoebis menejmentis 
saproceso kodeqsi” mizania informaciuli 
usafrTxoebis menejmentis CarCos gansaz-
Rvra. funqcionirebadi usafrTxoebis menej-
mentis asagebad da organizaciaSi mimagrebas. 
aucilebeli usafrTxoebis zomebi mokledaa 
aRwerili ISO-standartis ISO/IEC 27002–Si, 
daaxloebiT 100 gverdze. rekomendaciebi, 
romelic gankuTvnilia marTvis donisTvis 
da, Sesabamisad, Seicavs mcire konkretul 
teqnikur SeniSvnebs. usafrTxoebisis reko-
mendaciebis realizacia aris erT–erTi gza 
mravali SesaZleblobidan,  romlebic akmay-
ofilebsis rekomendaciebis realizacia aris 
erT–erTi gza mravali SesaZleblobidan,  
romlebic akmayofilebs ISO 27002–is reko-
mendaciebis realizacia aris erT–erTi gza 
mravali SesaZleblobidan,  romlebic akmay-
ofilebs ISO standartis 27001–is moTxovnebs. 
SeniSvna: ISO 17799 standarti 2007 wlis dasaw-
yisSi gadaeca arsebiTi cvlilebebis gareSe 
ISO 27002–s, imisaTvis, rom xazi gaesvaT mis 
mikuTvnebaze ISO 2700x seriisTvis. ISO 27005 es 
ISO–standarti „informaciuli usafrTxoebis 
riskebis menejmenti“ Seicavs ZriTad rekomen-
daciebs riskebis marTvis Sesaxeb informaci-
uli usafrTxoebisTvis. maT Soris igi mxars 
uWers ISO/IEC 27001 standartis moTxovnebis 
realizacias. oRond aq araviTari meTodi 

riskebis marTvisTvis araa mocemuli. ISO/
IEC 27005 cvlis ISO 13335-2 standarts. es 
standarti ISO 13335-2 „usafrTxoebis infor-
maciul–komunikaciuri teqnologiebi, naw.2: 
riskebis menejmentis meTodebi informaciul 
usafrTxoebaSi“, iZleoda instruqciebs in-
formaciuli usafrTxoebis menejmentisTvis. 
ISO 27006 informaciuli usafrTxoebis menej-
mentis sistemebSi“, gansazRvravs akreditaci-
is moTxovnebs sertificirebis organoebisT-
vis ISMS–Si da ganixileba am sertificirebis 
procesebis Taviseburebani. ISO-2700x- rigis 
sxva standartebi ISO 2700x standartuli se-
ria savaraudod grZelvadian perspeqtivaSi 
ISO standartebis 27000-27019 27030-27044 saxiT 
dakompleqtdeba. am seriis yvela standarti 
moicavs usafrTxoebis marTvis sxvadasxva as-
peqtebs da efuZneba ISO 27001–moTxovnebs. sxva 
standartebis mizania gaaumjobesos gageba 
da praqtikuli gamoyenebis ISO 27001–is. es 
SeTanxmebaa, magaliTad, ISO 27001– is praqti-
kuli ganxorcielebisTvis, anu riskebis Se-
faseba an riskebis marTvis meTodebia [2-3].

britaneTis standartizaciis institutis 
mier damtkicebuli standartebi informa
ciuli usafrTxoebisTvis: Tema IS menejmenti  
100-1 informaciuli usafrTxoebis menej
mentis sistemebi (ISMS) es standarti gansaz-
Rvravs ISMS–is zogad moTxovnebs. es aris 
srulad Tavsebadi ISO standartis 27001 da 
kvlavac gaiTvaliswinebs rekomendaciebs ISO 
standartebis 27000 და 27002. igi sTavazobs 
mkiTxvels advilad gasageb da sistematur 
instruqciebs, miuxedavad imisa, Tu romeli 
meTodis saSualebiT surT maT moTxovnebis 
ganaxorcieleba. BSI warmoadgens ISO standar
tis Sinaarss sakuTar BSI standartSi, gar
kveuli sakiTxebis ufro detalurad aRsaw-
erad, da amiT Sinaarsis didaqtikuri war-
modgenis saSualeba mieces. garda amisa, 
struqtura iyo ise damuSavebuli, rom igi 
Tavsebadia IT-sabazo dacvis meTodebTan. uni
ficirebuli saTaurebis saSualebiT aRniS-
nul dokumentebSi mkiTxvelisTvis Zalian 
martivia orientaireba. 100-2 IT- sabazo dac-
va–meTodika IT–sabazo–dacva–meTodika aRw-
ers etapobrivad, nabij– nabij, Tu rogor 
unda aigos informaciuli usafrTxoebis 
„sainformacio sistemebis menejmentis saer-
TaSoriso gamocdileba“ menejmentis sistema 
praqtikulad da rogor moxdes misi eqsplu-
atacia. informaciuli usafrTxoebis menej-
mentis amocanebi da organizaciuli struq-
turis ageba informaciuli usafrTxoebisT-
vis Zalze mniSvnelovani Temebia. IT–sabazo–
dacva–meTodika detalurad ganixilavs imas, 
Tu rogor SeiZleba usafrTxoebis koncef-
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ciis (politikis) damuSaveba praqtikaSi, ro-
gor airCeva Sesabamisi usafrTxoebis zome-
bi da ra SeiZleba CaiTvalos usafrTxoeb-
is koncefciis realizaciad. aseve sakiTxi, 
rogor xdeba informaciuli usafrTxoebis 
mxardaWera da srulyofa eqspluataciis 
pirobebSi, aris amomwuravad pasuxgacemuli. 
IT–sabazo-dacva BSI-Standard 100-2 standart-
Tan kavSirSi, axdens aqamde dasaxelebuli 
27000, 27001 da 27002 ISO-standartebis Zalze 
zogadad miRebuli moTxovnebis interpre-
tirebas da exmareba momxmareblebs praqti-
kaSi realizaciis dros, mravali SeniSvniT, 
sacnobaro informaciiT da magaliTiT. IT–sa-
bazo–dacvis–katalogebi xsnian ara mxolod 
imas, Tu ra unda gakeTdes, aramed iZleva 
Zalian konkretul SeniSvnas, Tu rogor unda 
gamoiyurebodes realizacia (aseve teqnikur 
doneze). procesi IT–sabazo–dacvis mixedviT 
aris aprobirebuli da efeqturi SesaZle-
bloba, zemoCamoTvlil ISO-standartis yvela 
moTxovnis Sesasruleblad. 100-3 riskebis 
analizi IT–sabazo–dacvis safuZvelze BSI–m 
daamuSava riskebis analizis meTodika IT–saba-
zo– dacvis safuZvelze. mis gamoyenebas azri 
aqvs maSin, roca kompaniebi an saxelmwifo 
dawesebulebebi muSaoben warmatebiT IT–saba-
zo–dacvasTan da uCndebaT survili damate-
biTi usafrTxoebis analizis Casatareblad, 
„sainformacio sistemebis menejmentis saer-
TaSoriso gamocdileba“  100-4 sagangebo sit-
uaciaTa menejmenti  BSI Standard 100-4 standart-
Si axsnilia saxelmwifo dawesebulebaTa an 
kompaniebis masStabebSi sagangebo situacia-
Ta menejmentis agebis da eqspluataciis me-
Todika. aq aRwerili meTodika efuZneba BSI-
Standard 100-2 standartis IT–sabazo–dacvis–me-
Todikas da afarTovebs mas sasargeblod. ISO 
27001 sertificireba IT–sabazo–dacvis safuZ-
velze  BSI axdens sainformacio qselebis 
sertificirebas, anu infrastruqturuli, 
organizaciuli, personaluri da teqnikuri 
komponentebis urTierTmoqmedebas, romlebic 
gamoiyeneba biznes–procesebis da taqnikuri 
davalebebis sarealizaciod. BSI serti-
ficireba moicavs rogorc gamocdas infor-
maciuli usafrTxoebis menejmentis sistemeb-
Si, aseve gamocdas konkretul usafrTxoebiz 
zomebSi IT–sabazo– dacvis safuZvelze.  BSI 
sertificireba amasTanave yovelTvis moicavs 
oficialur ISO–sertificirebas ISO 27001–
is mixedviT, magram bevrad mniSvnelovania, 
vidre ubralod ISO–sertificireba, damate
biTi kvleviT–teqnikuri aspeqtebis gamo. usa-
frTxoebis menejmentis gamocdis ZiriTadi 
moTxovnebi auditis CarCoebSi (konteqstSi) 
aRmocendeba usafrTxoebis menejmentis saba-

zo dacvis blokis (B 1.0) RonisZiebebidan. am 
blokis es zomebi isea dawerili, rom ISMS-
is BSI–standartis mniSvnelovani moTxovnebi 
swrafad iyos identificirebuli gansazR-
ruli.
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