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The principles of operation of the network
information security systems

M. Dvalishvili , Phd student

Summary

The main principles and problems of the information
security system structure in the information and telecom-
munication networks, as well as provision of multi-level
safety network mechanisms are discussed.

There are listed the drawbacks of information network
security systems. The comparison of IDS systems (Intru-
sion Detection Systems) and IPS (Intrusion Prevention
Systems) are given, along with the analysis of their func-
tionality. In addition are offered the description of Network
IDS System (NIDS), which is capable of detecting the use
of non-standard and abnormal protocols in the network, as
well as block these protocols.

Keywords: IDS (Intrusion Detection Systems),
IPS(Intrusion Prevention Systems),
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