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qseluri sainformacio usafrTxoebis sistemis

 funqcionirebis principebi

mixeil dvaliSvili, doqtoranti

reziume

ganxilulia sainformacio da sateleko-
munikacio qselebSi informaciis dacvis sis-
temebis mowyobis principebi da problemebi, 
qselis mravaldoniani dacvis uzrunvelyofis 
meqanizmebi. CamoTvlilia informaciis dacvis 
sistemis naklovanebebi. mocemulia IDS (Intru-
sion Detection Systems) da IPS (Intrusion Prevention 
Systems) sistemebis Sedareba da maTi funqcion-
irebis analizi. agreTve  aRwerilia qseluri 
IDS (NIDS), romelic ara marto iZiebs qselSi 
aranormalur da arastandartul protokolis 
gamoyenebas, aramed  blokirebas ukeTebs maT.

sakvanZo sityvebi:  arasanqcirebuli SeRweva, 
qseluri .

The principles of operation of the network 
information security systems

 M. Dvalishvili , Phd student

Summary
The main principles and problems of the information 

security system structure in the information and telecom-
munication networks, as well as provision of multi-level 
safety network mechanisms are discussed. 

There are listed the drawbacks of information network 
security systems. The comparison of IDS systems (Intru-
sion Detection Systems) and IPS (Intrusion Prevention 
Systems) are given, along with the analysis of their func-
tionality. In addition are offered the description of Network 
IDS System (NIDS), which is capable of detecting the use 
of non-standard and abnormal protocols in the network, as 
well as block these protocols.
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dacvis sistemis mowyobisas, tipiur Secdo-
mad iTvleba davicvad yvelaferi yvelafris-
gan ucbad. pirveli nabiji informaciuli usa-
frTxoebis sistemis mowyobaSia. saSiSroebis 
saTavis gansazRvra, rogorc wesi, ramdenimea. 
gamovyoT saSiSroebis saTave - niSnavs Sevafa-
soT misi miznebi (Tu saTave winaswar gansaz-
Rvrulia), an SesaZlo zemoqmedeba (winaswar ar 
aris gansazRruli), albaToba (an intensivoba) 

misi gamoCenis. Tu laparakia pirebis borot-
ganzraxul moqmedebaze, maSin saWiroa Sefas-
des misi organizaciuli da teqnikuri SesaZle-
blobebi informaciasTan dasaSvebad. muqaris 
wyaros gansazRvris Semdeg SeiZleba informaci-
is usafrTxoebis formireba, anu ra SeiZleba 
mouvides informacias. rogorc wesi SeiZleba 
ganvasxvaoT muqaris Semdegi jgufebi:
•	 informaciaSi arasanqcirebuli SeRweva, 

kiTxva, kopireba, informaciis Secvla
•	 kompiuterebis da gamoyenebadi programe-

bis muSaobis SezRudva
•	 informaciis ganadgureba

samive jgufidan SeiZleba gamovyoT aTobiT 
konkretuli muqarebi. muqarebi SeiZleba iyos 
winaswargansazRruli an SemTxveviTi, xolo 
SemTxveviTebi, Tavis mxriv, SeiZleba iyos bune-
brivi (stiqiuri ubedureba) da xelovnuri (per-
sonalis SecdomiT moqmedeba).  SemTxveviTi 
muqarebi, romelSic ar aris boroti zraxvebi, 
aRwerilia rogorc informaciis dakargva da 
sistemis muSaobis unarianobis darRveva, amisgan 
SeiZleba advilad davicvaT Tavi. winaswargan-
sazRruli muqarebi ufro seriozulia biznesis 
dakargvasTan dakavSirebiT, anu aq gviwevs br-
Zola ara brma SemTxvevasTan, aramed moazrovne 

mowinaaRmdegesTan.
dacvis sistemis mowyoba, SeiZleba gavataroT 

dacvis principebiT, romlebic sakmarisad uni-
versaluria yvelaze gansxvavebuli areebisTvis.

adekvaturoba. dacvis erTobliobis Rire-
buleba (dro, adamianebi da fuladi resursebi) 
unda iyos dasacavi resursebis Rirebulebaze 
dabali. Tu kompaniis brunva aris aTiaTasi do-
lari TveSi, saeWvoa sistemis gafarToeba 1 mil-
ion dolaramde.

sistemuroba. am sistemis seriozuloba gan-
sakuTrebiT gamoisaxeba msxvili dacvebis agebi-
sas. dacvis sistema unda Sedgebodes ara abst-
raqtul, aramed realuri muqaris analizze, am 
muqarebis dacvis saSualebaze, am saSualebebis 
optimaluri nakrebis moZebnaze da sistemis mow-
yobaze.

gamWirvaloba legaluri momxmareblebisTvis. 
usafrTxoebis meqanizmebis Seyvanas aucile-
blad mivyavarT misi moqmedebis garTulebasTan. 
amis miuxedavad arcerTma meqanizzma ar unda 
moiTxovos Seusrulebeli moqmedebebi (magali-
Tad, yovelkvireulad movigonoT 10 cifriani 
paroli da arsad CaviweroT is) an gaaWianuros 
informaciasTan daSvebis procedura.
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Tanabarmdgradi rgolebi. rgolebi - es aris 
dacvis elementebi, maTi nebismieris gadalaxva 
niSnavs mTeli dacvis gadalaxvas. gasagebia, rom 
ar SeiZleba erTi rgolis konpesirebiT gavaZli-
eroT meore. yvela SemTxvevaSi, dacvis simyare 
ganisazRvreba yvelaze susti rgolis simyariT. 
Tu araloialuri TanamSromeli mzad aris Tanx-
is safasurad „Caagdos diskze“ mniSvnelovani 
informacia, maSin ar mgonia borotmzraxvelma 
gamoamzeuros rTuli hakeruli Seteva, raTa mi-
aRwios igive mizans.

uwyvetoba. igive Tanabarmdgradobaa drois 
areSi. Tu Cven gadavwyvitavT rames dacvas, maSin 
saWiroa davicvaT ise, rogorc drois nebismier 
momentSi. ar SeiZleba, magaliTad gadavwyvitoT 
paraskevobiT gavakeToT sarezervo informaci-
is kopireba, xolo Tvis bolo paraskevs mivaw-
yoT „sanitaruli dRe“. 

mravaldonianoba. mravaldoniani dacva gvx-
vdeba yvelgan. ratom iwyeba dacva ramdenime 
doniT, romelic unda gadalaxos rogorc boro-
tmzraxvelma aseve legalurma momxmarebelma? 
samwuxarod, yovelTvis arsebobs imis albaToba, 
rom romelime done SeiZleba iyos gadalaxuli 
an gauTvaliswinebeli SemTxvevis ZaliT an aran-
ulovani albaTobiT. ubralo maTematika gvkar-
naxobs: Tu erTi done gvaZlevs dacvis 90% gar-
antias, maSin sami done (araviTar SemTxvevaSi ar 
imeoreben erTmaneTs) mogvcems 99,9%.

am principebis gaTvaliswinebiT, SeiZleba 
Tavidan aviciloT zedmeti xarjebi dacvis sis-
temis agebis da amave dros mivaRwioT bizne-
sis informaciis usafrTxoebis maRal dones. 
aSkaraa, rom korporaciul sistemebze Tav-
dasxma gaxda ufro realuri. aseTi saSiSroeb-
is dros dacva moiTxovs „winmswreb teqnolo-
giebs“, romelic gamoicnobs virusebis progra-
mas maTi „anomaliuri“ moqceviT. dResdReobiT 
kompiuteruli usafrTxoebis sferoSi arsebobs 

ori principialurad gansxvavebuli midgoma 
korporatiul qselSi SeRwevis dacvaze. pirveli 

da SedarebiT moZvelebulia IDS (Intrusion De-
tection Systems). IDS-es aris sistema, romel-

ic mowodebulia aRmoaCinos kerZo qselSi 
SeRweva da gaafrTxilos sistemis administra-
tori Sexwevis faqtze. informaciis dacvis es 
teqnologia gamoiyeneboda ufro adre da dam-
kveTebs Soris moipova didi popularoba. bevri 
analitikosi Tvlis, rom dRes arsebobs ufro 
efeqturi da mosaxerxebeli saSvalebebi hak-

erebTan sabrZolvelad. es aris sistema IPS. 
(Intrusion Prevention Systems). IPS-is abre-
viatura informaciulobis daculobis sferoSi 
mimagrebulia sistemebze da gadawyvertilebe-
bze, romelic emsaxureba Tavdasxmis acilebas. 

mis qveS igulisxmeba teqnologiebis nakrebi, 
romlebic gamoCndnen ekranebs Soris SeerTebis 

adgilze da IDS-ze Tavdasxmis aRmoCenis sis-

temaze. qselebs Sorisi ekranebidan IDS-Si aRe-
bulia qselebis Soris urTierTqmedebaSi aqti-

uri Carevis principi, xolo IDS-dan momxdari 
movlenebis inteleqtualuri meTodi. ase, rom 

IPS ara marto aRmoaCens Tavdasxmas, aramed 
cdilobs Seafasos is. dRevendel bazarze aris 
specializirebuli produqtebic, iseTebi, ro-

goricaa IPS aparatebis ojaxi. (kompania Net 
Screen). IPS produqtebs Soris analitikosebi 
gamoyofen xuTi tipis komponentebs, romelTa-
gan TviTeuli asrulebs Tavis funqcias da Seu-
Zlia kombinireba sxvebTan. mowyobiloba, romel-

ic analizzs ukeTebs masSi gamaval IP pakets, 
romelic cdilobs ipovos masSi Setevis niSnebi, 

aris qseluri IDS (NIDS). tradiciuli IDS-
dan aseTi produqtebi gansxvavdebian imiT, rom 
isini ara marto iZieben qselur aranormalur 
da arastandartul protokolis gamoyenebas, 
aramed cdiloben blokireba gaukeTon yvela 

Seusabamobas.

NIDS iyenebs cnobili Setevis signalebis 
bazas, mas aseve SeuZlia Tavidan aicilos mis-
Tvis ucnobi Seteva, gansakuTrebiT maSin, roca 
is agebulia protokolebis anomalur gamoyen-
ebaze. qselur mowyobilobas, romelic gansaz-

Rvravs IP paketebis marSruts, romelic da-
mokidebulia danarTis tipze, ewodeba meSvide 
donis komutatori. misi gamoyeneba SeiZleba 
sxvadasxva miznebisTvis: klasterebis Seqmna, 
datvirTvis balansireba, monacemebis tipebis 
cal-calke Senaxva, aseve dacvisTvis. meqanizms, 
romelic kontrols uwevs qseluri programebis 
sistemur gamoZaxebebs, ewodeba danarTis ekra-

ni (Application Firewall / IDS). is yuradRebas 
aqcevs ara qselur urTierTmoqmedebas, aramed 
programis moqcevas da biblioTekas, romelic 
muSaobs qselTan. aseT ekrans SeuZlia imuSaos 

wesebis fiqsirebul nakrebTanac. IPS katego-
rias aseve miekuTvneba danarTi - xafangebi, 
romlebic cdiloben Caerion Setevebis pro-
cesSi. aseTi produqtebi provocirebas ukeT-
eben Semtevs, xolo Semdeg akontroleben mas. 
yvelaze kargia xafangebis konbinireba komuta-
torebTan - hibridebiT an meSvide doniT, raTa 
reagireba moxdes ara ZiriTadi informaciis 
nakadze, aramed mxolod saeWvo SeerTebaze. 
xafangebs iyeneben ufro SesaSineblad da kon-

trSetevisTvis. aRsaniSnavia, rom IPS-s gansx-
vavebuli tipebi kargad integrirdebian sak-
marisad inteleqtualur dacvis sistemasTan. 
amasTan isini konkurencias ar uweven ukve arse-
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bul informaciuli usafrTxoebis saSualebebs: 

qselebsSorisi ekranebi, IDS, antivirusebi da 
sxva.

SeZleben Tu ara sistemebi Tavidan aicilon 
arasanqcirebuli SeRwevebi korporaciul qse-

lebSi. am sakiTxiT arian Sewuxebuli ara marto 
IPS-is SemkveTebi, ukve arsebuli da potencial-
uri, aseve SeRwevis aRmoCenis sistemis mwar-
moeblebi, romlebic cdiloben gaigon, rogor 
gaumklavdnen teqnologias, romlebic safrTxes 

uqmnis maT bizness. IPS-is upiratesoba IDS 
-Tan SedarebiT naTlad gamoisaxeba klienteb-
is zrdis fonze. magram, radgan teqnologiebi 
ufro rTuldeba, korporaciuli klientebi 

xSirad ganicdian sirTuleebs „WeSmarit“ IPS 
da maTi gamartivebuli versiebis gamovlinebis 

dros, aseve IPS-s integraciis dros qselis in-
frastruqturis gansxvavebul elementebTan.

SeRwevadobis acilebis sistemis muSaobis 

gadafaseba Znelia, bevri IT specialisti agr-
Zelebs muSaobas Setevis sistemis profilaqti-
kaze, romlebsac SeuZliaT kompaniebs miayenos 
Zalian didi zarali. eqspertebi uSiSroebis 

sferoSi varaudoben, rom IPS teqnologiebis 

daxvewisas IPS Seerwymeba IDS sistemas da 

qselTaSoris ekranebs, IPS meqanizmebis ricxvi 

sagrZnoblad gaizrdeba. IDS-is koncefciam 
Tavis Tavi amowura. is dRes praqtikulad ar war-
moadgens araviTar faseulobas korporaciul 
momxmareblisTvis. arsebobisTvis saWiroa imo-
qmedo swrafad, TiTqmis im siCqariT, rogorc in-
formacia gadis kabelSi da aucilebelia mcdari 
amoqmedebis sakiTxebis gadaWra. mcdari amoqme-

deba - IDS -s erT-erTi yvelaze seriozuli 

naklia. IPS-is teqnologia saSualebas iZleva 
Tavidan aviciloT falsificirebuli poziti-
uri Sedegebis miReba gansxvavebuli meqanizmebis 
wyalobiT. maT Soris nawilobriv aris signalis 
analizi, romelic icvleba sesiis Semowmebis 
dros. virusebis xSiri gavrceleba Zalian moq-
medebs bevr klientze. erT-erT universitetSi 

daayenes qselis konsuli Unit One -200 Tiping 
Point Technologis-is firmis, romelic saSuale-
bas iZleva ganvaxorcieloT saSiSroebis wyaros 

Zieba. Sedegebi aRmoCnda imedis momcemi. Micro-
soft Sol Server-dan serverebis simravlis miuxe-

davad qselSi, Wia Slammer-ma ver SeZlo SeRweva 
universitetis verc erT sistemaSi.

dResdReobiT IPS-is abreviatura SeiZleba 
vnaxoT bevr popularul gamocemebis saTaureb-

Si, nawilobriv Internet Security Systems (ISS) 
kompaniis warmomadgenlebs eWvi eparebaT prog-

nozebSi, ris gamoc IDS uaxloes periodSi us-
argeblo gaxdeba, xolo klientebs dasWirdebaT 
ufro efeqturi dacvis saSvaleba. sirTule 
mdgomareobs imaSi, rom mocemul momentSi es 
dargi ar gvTavazobs integrirebul korporaci-
ul gadawyvetilebebs. aris calkeuli warmate-
buli modulebi, romlebic gankuTvnilia kerZo 
davalebebis Sesasruleblad. yvela isini Rirs 
fuli. raTqmaunda es svavs kiTxvebs. Cven ar Seg-
viZlia gaviaroT grZeli gza arasrulfasovani 

produqtebiT.
saWiroa algoriTmebis, signalebis, pro-

tokolebis analizis myari saSualebebis gul-
dasmiT SerCevis Sexameba meTodologiebTan, 
da yvela am meqanizmebis korelaciiT sxva te-
qnologiebTan, romlebic uzrunvelyofen qse-
lis marTvas. vTqvaT, kompaniebis sinaTleze ga-

modian IPS-iT, magram iqneba es qselebSi risi 
ekranis Semcvleli? qselebsSorisi ekrani pro-
eqtirdeba, iqmneba da ewyoba imisTvis, rom vuz-
runvelyoT filtracia, ekranireba da daSvebis 

kontroli. IPS-is momavali devs ara izolire-
bul, aramed integrirebul gadawyvetilebaSi.

daskvna
sainformacio da satelekomunikacio qsele-

bi warmoadgens msxvilmaStabian qselebs, rom-
lebSic mudmivad izrdeba abonentebis ricxvi. 
sainformacio da satelekomunikacio qselebis 
momxmarebelTa swrafi zrda warmoSobs infor-
maciis dacvis da usafrTxoebis problemebs. 
informaciuli usafrTxoebis problemebis ana-
lizma gamoavlina, rom im problemebis garda, 
romelic dakavSirebulia globaluri qselis 
gamoyenebasTan, internetSi, rogorc infor-
maciul-telekomunikaciur sistemaSi, romelic 
sakmarisad nacnobia da amoxsnadi, arsebobs akr-
Zaluli kontentis naklebad Seswavlili prob-
lema. akrZaluli informaciis gavrcelebis 
modelebis da algoriTmebis Seqmna - es aris 
erT-erTi ZiriTadi midgoma mocemuli amocanis 
gadasaWrelad. 
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