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cifruli safrTxeebis ekonomikuri gavlena

\rati abulaZe
ekonomikis doqtori, 

stu-s asocirebuli profesori

reziume

ekonomika sul ufro damokidebuli xdeba 
teqnologiebze. internet-teqnologiebi afar-
Toebs, rogorc socialur-ekonomikur sarge-
bels, ise safrTxeebs, iwvevs socialur cvli-
lebebs, zrdis sazogadoebriv gaurkvevlobas, 
warmoaCens saxelmwifos kiber safrTxeebsa da 
mowyvlad adgilebs. 

samecniero naSromSi naCvenebia integrire-
buli kibergaremos formirebis safuZveli da 
mosalodneli tendenciebi. aRniSnulia kiber-
Tavdasxmebis zrdisa da internet-ekonomikis 
zrdis tempis Semcirebis kavSiri. naCvenebia, 
kiberTavdasxmebis mzardi safrTxe, romelic 
msoflio ekonomikas did zians ayenebs.

kvlevebis safuZvelze dadgenilia saqarTve-
los kibergaremos gamowvevebi. kvleviT naSromSi 
aRniSnulia, rom qveyanaSi ar xdeba eleqtronu-
li biznes sivrcis aTviseba da ver yalibdeba 
mZlavri eleqtronuli mmarTvelobiTi sistema, 

statiaSi gamokveTilia kiberieriSmitanili 
sferoebi, saxelmwifos kiberdacvisaTvis saWi-
ro RonisZiebebi da prevenciis meqanizmebi. 

daskvnis saxiT Camoyalibebulia qveynis 
keTildReobisaTvis saWiro rekomendaciebi da 
konkretul RonisZiebaTa sistema.

sakvanZo sityvebi: ekonomikuri gavlena, ci-
fruli safrTxe, kiberTavdasxma
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Rati Abuladze, Associated prof. of Gtu

Summary

The economy is becoming increasingly dependent on 
technologies. Internet technology expands the socio-eco-
nomic benefits, as well as the threats, leads to social chang-
es, increases social uncertainty, highlights cyber threats 
and vulnerable areas of the State. 

The scientific work deals with the basis for the forma-
tion of an integrated cyber environment and the expected 
trends. It considers the connection between the growth of   
cyber-attacks and the slowdown  of the Internet economy. 
The paper discusses the growing threat of cyber attacks, 
which causes  serious damage  to the world economy.

Based on the studies,  the challenges of Georgian cyber 
environment are identified. Research paper points out that 

the E-business space is not utilized and powerful E-govern-
ance system can not be formed.

The article outlines the cyber attacked areas, cyber se-
curity measures and prevention   mechanisms of the state.

In conclusion, the recommendations and system of spe-
cific  measures  required for prosperity of the  country are 
outlined. 

Sesavali

ekonomika sul ufro damokidebuli xdeba 
teqnologiebze. internet-teqnologiebi afar-
Toebs, rogorc socialur-ekonomikur sarge-
bels, ise safrTxeebs, iwvevs socialur cvli-
lebebs, zrdis sazogadoebriv gaurkvevlobas, 
warmoaCens saxelmwifos kiber safrTxeebsa da 
mowyvlad adgilebs. 

kvlevebi adasturebs, rom saerTaSoriso or-
ganizaciebis SefasebiT 10 weliwadSi  mosaxleo-
bis 90% CarTuli iqneba internetSi, xolo in-
ternet-sagnebis SeqmniT  cifruli da fizikuri 
samyaros gaerTiandeba. aRniSnuli mocemulobis 
Sedegi integrirebuli kibergaremos formireba 
iqneba.

aRsaniSnavia, rom mizezSedegobrivi kavSiri 
arsebobs kiberTavdasxmebis zrdasa da inter-
net-ekonomikis zrdis tempis Semcirebas So-
ris. amasTan, kiberekosistemis kaskadze sul 
ufro izrdeba kiberTavdasxmebis precedentebi. 
kiberTavdasxmebi warmoadgens informaciuli 
omis axal furcels. igi aris mzardi safrTxe, 
romelic qveynis ekonomikas did zians ayenebs. 

cifruli safrTxeebi qmnis saxelmwifos 
dasustebis pirobas, sxvadasxva ekonomikuri, 
politikuri, fsiqologiuri gavleniT. igi did 
gavlenas axdens safinanso bazrebze, saxelmwi-
fos reputaciasa da ndobaze. 

I.	 cifruli safrTxeebis klasificireba

kibersivrced mxolod interneti aRar ga-
nixileba, radgan internetSi CarTulia say-
ofacxovrebo nivTebi, teqnika, sagnebi, aqsesu-
arebi, nebismieri fizikuri sivrce. aRniSnuli 
mocemuloba niSnavs, rom kibersafrTxeebi pir-
dapir Tu irib gavlenas axdens aramxolod ci-
frul sivrceSi, aramed fizikur sivrceSi ada-
mianTa keTildReobasa da cxovrebaze [1].

IBM-is 2016 wlis kvlevis SedegebiT, gamokve-
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Tilia kiberieriSmitanili sferoebi, maT So-
ris[2]: 

1.	 jandacvis sfero (eleqtronuli medi-
cinis baraTebi Seicavs informacias moqalaqis pi-
rad monacemis, sakredito baraTis, eleqtronu-
li fostis, socialuri uzrunvelyofis nomrisa 
da  sxva identificirebis monacems. 2015 wels, 
jandacvis  100 mln Canaweri iqna dakarguli);

2.	 mrewveloba (manqanaTmSeneblobas, 
eleqtroteqnikis, teqstilis, farmacevtuli 
produqcis warmoeba);

3.	 safinanso momsaxureba (bankebi, mobail 
banki, sakredito baraTi, sainvesticio fond-
ebi);

4.	 saxelmwifo mmarTveloba (sajaro mosam-
saxureebze arsebuli informaciis gaJonva, Spi-
onaJi);

5.	 transportireba (aviakompaniis, avto-
busis, metros, rkinigzis, sazRvao transpor-
tis sferoSi arsebuli informacia). aRniSnuli 
dargi emsaxureba msoflio vaWrobas, mis gareSe 
msoflio ekonomika advilad daiSleba.

arsebiTia, rom politikurad motivirebuli 
kiberdanaSaulebi mimarTulia masobrivi qaosis, 
mmarTvelobiTi da politikuri krizisis Seqm-
nis, politikuri ndobis Semcirebis, saxelmwi-
fo sistemis mdgradobis Sesustebisken. Tumca 
gamoricxavs finansur sargebels.

internetis universaluri sivrceSi, yvela 
qveynisaTvis erTnairia kibersafrTxebi forme-
bi, Tumca gansxvavebulia prevenciis RonisZie-
bebi da safrTxeebis masStabebi.

Deloitte-is kvlevis angariSiT, internet-
garemos dinamiuri ganviTarebis paralelurad  
mniSvnelovani gamowvevebis winaSea saxelmwifos 
kiberdacvac. maT Soris SeiZleba aRiniSnos [3]:

•	 eleqtronuli komercia viTardeba fiq-
sirebuli, internet da mobiluri mowyo-
bilobebis gamoyenebiT;

•	 saerTo danaSaulebSi, gansakuTrebuli 
zrdiT xasiaTdeba kiberdanaSaulebi;

•	 terorizmis masStabebi farTovdeba te-
qnologiebis safuZvelze;

•	 izrdeba internetSia CarTuli sagnebi, 
romelic zrdis rogorc keTildReobas, 
ise safrTxeebs;

•	 warmoCenilia globaluri internet-baz-
ris  sainvesticio mimzidvelobiTa da 
globaluri gamowvevebiT .

kibersivrcis dacvis sakiTxebi mniSvnelovan 
sirTuleebs qmnis nacionalur Tu saerTaSori-
so doneze. Sesabamisad, saxelmwifos kiberTav-
dacvis politika saWiroebs:

§ transnacionaluri TanamSromloba;
§ iurisdiqciis problematikis mowesrigebas;
§ cifruli sivrcis saerTaSoriso samarTlis 

koncefciis Teoritizirebas;

§ kiberTavdasxmis SemTxvevaSi konkretuli 
RonisZiebebis gatarebas;

qveyanaSi, cifruli safrTxeebis ekonomikuri 
gavlenis Semcirebis mizniT, globaluri da 
lokaluri kibersafrTxeebi saWiroebs taqti-
kur midgomebs. aseTi midgomebidan SeiZleba 
aRvniSnoT saerTaSoriso organizacia The World 
Economic Forum-is mier warmodgenili 8 mima-
rTuleba[4] :

1.	 cifruli identificireba: cifruli 
TanamSromloba, cifruli moqalaqeobrioba, ci-
fruli mewarmeoba;

2.	 cifruli uflebebis dacva: sityvis 
Tavisufleba, inteleqtualuri sakuTrebis 
dacva, piradi cxovrebis xelSeuxebloba;

3.	 cifruli wigniereba: kompiuteruli un-
ar-Cvevebi da azrovneba, kontentis Seqmna, kri-
tikuli azrovneba;

4.	 cifruli komunikacia: onlain Tanam-
Sromloba, onlain komunikacia, cifruli „na-
kvalevi“;

5.	 cifruli usafrTxoeba: usafrTxoebis  
kodebis dacva,internet usafrTxoeba, mobi-
luri usafrTxoeba;

6.	 cifruli dacva: kontentis riski, kon-
taqtebis riski, samomxmareblo riski;

7.	 cifruli moxmareba: kompiuterTan muSa-
obis dro, sazogadoebis CarTuloba, cifruli 
keTildReoba da janmrTeloba;

8.	 cifruli emociuri inteleqti: social-
ur & emociuri cnobierebis amaRleba, emociebis 
regulireba/marTva, empaTia.

kvlevebi adasturebs, rom globalur da 
lokalur sivrceSi, kiberTavdasxmebTan da kib-
erterorizmTan brZolis aRiarebuli meTode-
bia[5]:

	 programebis, politikisa da procedure-
bis SemuSaveba;

	 kiberjgufebis Seqmna da incidentebze 
reagirebis meqanizmebis SemuSaveba;

	 biznes uwyvetobisa da sazogadoebis us-
afrTxoebisaTvis, samive seqtoris koordinire-
buli kiberaqtivoba;

	 samarTlebrivi pasuxismgeblobis gamka-
creba;

	 kadrebis momzadeba;
	 teqnikuri usafrTxoebis Sefaseba da 

monitoringi.

II.	 globaluri cifruli safrTxeebis so-
cialur-ekonomikuri gavlena

mniSvnelovania aRiniSnos, rom globalur 
ekonomikur danaSaulebSi, kiberkriminali erT-
erTi farTod gavrcelebuli ekonomikuri da-
naSaulia. PWC -s kvlevis angariSiT (Global Eco-
nomic Crime Survey 2016), globalur ekonomikur 
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danaSaulebSi pirvel adgils ikavebs aqtivebis 
ukanono miTviseba 64%, meore adgilzea kiber-
kriminali 32%-iT, xolo sameulSi Sedis meqar-
Tameoba da korufcia 24%-iT[6].

kriminalis globaluri masStabebi da misi 
wili msoflios mSp-Si sakmaod soliduria, maT 
Soris globalur mSp-Si: transnacionaluri da-
naSaulebis wili Seadgens 1.2%-s, narkotikebis 
- 0.9%-s, kiberkriminalis - 0.8%-s, gayalbeba/
saavtoro uflebebis darRveva-0.89%-s, xolo 
sazRvao piratoba - 0.02%-s[7].

2014 wels, msoflioSi, kiberkriminalis zara-
li aRwevda 445 mlrd dolars[8], xolo dRes 1 
trln dolars. prognoziT, msoflioSi, kiber-
kriminalis danakargebi 2019 wels 2 trln-s mi-
aRwevs [ 9].

globaluri indeqsiT (global peace index), 
163 qveynis konfliqti, terorizmi da politi-
kuri arastabiluroba 2015 wels Sefasda 13.6 
trln dolariT[ 10].

terorizmis gavlenis SefasebisaTvis, SeiZle-
ba ganxiluli iqnas The Institute for Economics and 
Peace (IEP)-is mier Catarebuli kvleva, romelmac 
162 qveynis safuZvelze warmoadgina globaluri 
terorizmis indeqsi (kvleva moicavs mosaxleo-
bis 99,6%-s, terorizmis fsiqologiur gavlenas, 
danakargebs, zarals, sakuTrebis dazianebas). 
aRniSnuli indeqsis maRali done aCvena Semde-
gma qveynebma: erayi, avRaneTi, nigeria,pakistani, 
siria, indoeTi, iemeni, somali[11].

The Symantec-is angariSiT, kiberkriminalis 
Sedegad, planetis mosaxleobam dakarga 158 
mlrd dolari[12].

msoflio ekonomikuri forumis kvlevis an-
gariSiT, Zaladobrivi danaSaulebi da mkvlel-
obebi 2014 wels Sefasda 1.7 trln dolariT, 
xolo terorizmis globaluri ekonomikuri gav-
lena 2000-2014 ww-Si 4.9 mlrd dolaridan  52.9 
mlrd dolaramde gaizarda (ix. diagrama) [13].

terorizmis globaluri ekonomikuri gavlena 
(mlrd dolari)

msoflioSi, 50 wlis ganmavlobaSi, 475 saxelm-
wifo gadatrialeba moxda, maTgan 236 incidenti 
warmatebiT dasrulda. 2010 wlidan dRemde 19 
saxelmwifo gadatrialeba moxda, maTgan 9 inci-
denti warmatebiT dasrulda (warumatebeli aR-
moCnda saxelmwifo gadatrialeba TurqeTSi[14].

sxvadasxva SefasebiT, globaluri uTanas-
worobis gadaWra da Zaladobis  Semcireba saWi-
roebs 1.36 trln dolars. aRniSnuli ki Seadgens 
msoflios sakvebi produqtebis eqsportis eq-
vivalents[15].  prognoziT, momaval 5 weliwadSi 
1 trln dolari iqneba daxarjuli globaluri 
kiberusafrTxoebis uzrunvelyofisaTvis[16].

kiberkriminali warmoadgens sakmaod mzard 
industrias, romlis sargebeli didi, xolo 
riskebi dabalia. sxvadasxva SefasebiT, kiber-
kriminalis prevenciaze, globaluri ekonomikis  
gaweuli danaxarjebi 575 mlrd dolars aWar-
bebs[17].

gaeros mier samSvidobo  operaciebze  
gaweulma danaxarjma 8.27 mlrd dolari Sead-
gina (bolo erT weliwadSi) [18].

III.	 saqarTvelos cifruli safrTxeebi

kvlevebi adasturebs, rom saqarTvelos kib-
ersafrTxeebis socialuri da ekonomikuri gav-
lenis kompleqsuri kvleva da Sefaseba rTulia. 
saqarTvelos kibersafrTxeebisa da kiber ter-
orizmis analizi, ZiriTadad  saerTaSoriso kv-
leviTi institutebisa da organizaciebis kvle-
vis safuZvelzea SesaZlebeli. magaliTad, IEP-is 
kvleviTi institutis angariSiT, saqarTvelo 
Tu 2015 wlis reitingSi imyofeboda terorizmis 
yvelaze dabali gavlenis mqone qveynebis siaSi[19], 
2016 wlis globaluri mSvidobis indeqsis reit-
ingSi (GLOBAL PEACE INDEX2016) saqarTvelos 
garemos safrTxeebi saSualo  doniT fasdeba[20].

saqarTvelos kibergaremos kompleqsuri ana-
lizi da Sefaseba rTulia, vinaidan da radga-
nac, qveyanaSi ar warmoebs (an fragmentulia) 
kibergaremos kompleqsuri kvleva, ar xdeba 
eleqtronuli biznes sivrcis aTviseba, ar iqm-
neba saxelmwifo kvleviTi institutebi, jer 
kidev ver yalibdeba mZlavri eleqtronuli 
mmarTvelobiTi sistema, bunebrivia, qarTul 
kibersivrceze arsebuli fragmentuli kvlevis 
monacemebi zusti daskvnebis wardgenis SesaZle-
blobas ar iZleva.

faqtia, rom kibersafrTxeebi gadaiWreba na-
cionalur doneze. amisaTvis TiToeuli qveyana 
qmnis kiberincidentebze reagirebis jgufs, in-
tensiurad ikvlevs da analizebs safrTxeebs, 
amuSavebs kiberkriminalTan brZolisa da kiber-
sivrcis usafrTxoebis SenarCunebis meTodebs.
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daskvna

jamSi, SeiZleba aRiniSnos, rom kiberTav-
dasxmebis zomebisa da Tanmdevi Sedegebis (zi-
anis) masStabebis analizis aqtualobis muixe-
davad, kiberkriminalis ekonomikuri gavlenis 
raodenobrivi Sefaseba  sakmaod rTul amocanas 
warmoadgens. es ki  msoflios qveynebSi, kiber-
TavdasxmebiT gamowveuli danakargebis gazomvis 
SezRuduli SesaZleblobiTaa gamowveuli [ 21].

saWiroa qveyanaSi Sefasdes kiber riskebi, maT 
Soris: 

	 monacemTa dakargviT gamowveuli zianis 
odenoba, 

	 kiberdanaSaulebis SemTxvevebis  raode-
noba;

	 kiber terorizmisa da kiberTavdasxmebis 
precendentebis gavlena qveynis imijze;

	 kibersafrTxeebTan brZolis meqanizme-
bis formireba. 

saWiroa qveyanaSi damkvidrdes mecnier-mkv-
levarebTan TanamSromlobis praqtika, rac unda 
gamoixatebodes:

	 kiber safrTxeebis intensiuri kvleviTa 
da SefasebiT;

	 saxelmwifosa da  samecnier seqtor-
isTanamSromloba, kvlevebis dakveTis praqtikis 
danergva;

	 saxelmwifo-samecniero kvleviTi insti-
tutis Seqmnis xelSewyobiT;

	 samecniero-kvleviTi muSaobis aqtiv-
izirebis xelSewyobiT;

	 sazogadoebis informirebis zrdis miz-
niT aqtiuri agitacia-propagandiT;

globaluri da lokaluri gamowvevebis 
fonze, rogorc saxelmwifos kibersivrcis Tav-
dacvisunarianobis zrdis mizniT, ise sazoga-
doebis daculobisa da garemos jansaRebisaT-
vis, saWiroa:

	 kibersivrcis safrTxeebze zrunva sa-
zogadoebis samive seqtoris TanamSromlobiT :

	 qol-centris Seqmna kibersafrTxeebze 
myisieri reagirebisaTvis;

	 saxelmwifos kiberusafrTxoebaze pasux-
ismgebeli erTi uwyeba (romelic sazogadoe-
bas kibergamowvevebze gauwevs konsultacias, 
gamoiZiebs internet-kriminals, Seamowmebs 
saeWvo saitebs, bavSvebs daicavs arasasurveli 
kontentisagan, daicavs internet-momxmarebleb-
is uflebebs);

	 kiberpatrulis, kiberrezervisa da kib-
erarmiis Seqmna da koordinireba saxelmwifos 
usafrTxoebis samsaxuris mier;

	 kanonmdeblobis kontrol qveS moeqces 
kiberSetevebis masStabi da done;

	 internet-sazRvrebis iurisdiqciis 
problemebi saWiroebs saerTaSoriso doneze 

TanamSromlobas (magram es ar gulisxmobs, rom 
sxva qveynebis imedad viyoT);

qveyanaSi saubroben mxolod kibersivr-
cis TavdacviTi RonisZiebebsa da prevenciis 
meqanizmebze, Tumca gasaTvaliswinebelia, rom 
saxelmwifos aseve sWirdeba TavdasxmiTi gegma 
qveynis usafrTxoebis ZlierebisaTvis.

jamSi, SeiZleba iTqvas, rom mniSvnelovanad 
izrdeba kiberkriminalis masStabebi (aseve, kib-
ersivrcis socialur-ekonomikuri faseuloba), 
romelze reagirebac kerZo da saxelmwifo se-
qtoris mier sakmaod dagvianda (radgan preven-
ciis meqanizmebi, politika, strategia, kiber-
struqturebi axla formirdeba). 

dasasruls, aRvniSnavT, rom qveyanaSi saWiroa 
„eleqtronuli mmarTvelobis saxelmwifo samec-
niero kvleviTi institutis Seqmna“, romelic 
mecnier-mkvlevarebis, biznes  da saxelmwifo 
seqtoris koordinirebiT xels Seuwyobs qveynis 
globaluri da lokaluri gamowvevebis gadaW-
ras, rogorc fizikur sivrceSi ise kiber gare-
moSi.
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