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evrokavSiris kiber-usafrTxoebis strategia Ria, 

usafrTxo da daculi  kiber-sivrcisaTvis
SoTa qvaCakiZe, 

stu-s doqtoranti

reziume

ukanaskneli ori aTwleulis manZilze, in-
ternetma da zogadad sainformacio sistemebma, 
farTod moicva sazogadoebis cxovrebis yvela 
sfero. Cveni yoveldRiuri cxovreba damokide-
bulia sainformacio da sakomunikacio teqnol-
ogiebis muSaobaze.  Ria da Tavisufali kiber-
sivrce xels uwyobs politikur da socialur 
CarTulobas msoflios masStabiT. man Seamci-
ra barierebi qveynebs, sazogadoebebsa da mo-
qalaqeebs Soris, rac saSualebas iZleva moxdes 
informaciisa da ideebis gaziareba mTeli msof-
liosTvis.  imisaTvis, rom kibersivrce darCes 
Ria da Tavisufali, mniSvnelovania, rom igive 
normebi, principebi da Rirebulebebi, romlebic 
ZalaSia realur sivrceSi, gadatanili iqnas on-
lain reJimSic.adamianis fundamenturi uflebe-
bi, demokratiisa da kanonis uzenaesoba daculi 
unda iyos kibersivrceSi.

evrokavSiris mier SemoTavazebul kiber-usa-
frTxoebis strategiaSi misi (evrokavSiris) xed-
va warmodgenilia xuTi strategiuli priorite-
tis saxiT: kiber mdgradobis miRweva; kiberdana-
Saulis mkveTrad Semcireba; kiberusafrTxoebis 
politikis ganviTareba, romelic  dakavSirebu-
lia  saerTo usafrTxoebasa da Tavdacvis poli-
tikasTan; kiberusafrTxoebis industriuli da 
teqnologiuri resursebis Seqmna; Tanmimdevru-
li saerTaSoriso kiberpolitikis SemuSaveba 
(evrokavSiris sivrcisTvis), romelic Sesabam-
isobaSi iqneba  evrokavSiris ZiriTad Rire-
bulebebTan. evrokavSiris mier SemoTavazebuli 
kiber strategia, asaxavs evrokavSiris xedvas 
da saWiro qmedebebs, dafuZnebuls moqalaqeTa 
uflebebze da evrokavSiris onlaingaremos usa-
frTxoebaze. 

sakvanZo sityvebi: informaciuli usafrTxoe-
ba, kiber usafrTxoeba, evrokavSiri, interneti, 
kiberpolitika.
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Summary

Over the last two decades, the Internet and more broad-
ly cyberspace has had a tremendous impact on all parts of 
society. Our daily life depend on information and com-
munication technology working seamlessly. An open and 
free cyberspace has promoted political and social inclusion 
worldwide; it has broken down barriers between countries, 
communities and citizens, allowing interaction and sharing 
of information and ideas across the globe. For cyberspace 
to remain open and free, the same norms, principles and 
values that the EU upholds offline, should also apply on-
line. Fundamental rights, democracy and the rule of law 
need to be protected in cyberspace.

In the EU cyber-security strategy, the EU vision pre-
sented is in five strategic priorities: Achieving cyber re-
silience, drastically reducing cybercrime, developing 
cyberdefence policy and capabilities related to the Com-
mon Security and Defence Policy, develop the industrial 
and technological resources for cybersecurity, establish a 
coherent international cyberspace policy for the European 
Union and promote core EU values. In Cyber strategy of-
fered by the EU, is vision of EU and the necessary actions, 
based on citizens’ rights and EU cyberspace.
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ukanaskneli ori aTwleulis manZilze, in-
ternetma da zogadad sainformacio sistemebma, 
farTod moicva sazogadoebis cxovrebis yvela 
sfero. Cveni yoveldRiuri cxovreba, damokide-
bulia sainformacio da sakomunikacio teqnol-
ogiebis muSaobaze. Ria da Tavisufali kiber-
sivrce xels uwyobs politikur da socialur 
CarTulobas msoflios masStabiT; man Seamci-
ra barierebi qveynebs, sazogadoebebsa da mo-
qalaqeebs Soris, rac saSualebas iZleva moxdes 
informaciisa da ideebis gaziareba mTeli msof-
liosTvis.  imisaTvis, rom kibersivrce darCes 
Ria da Tavisufali, mniSvnelovania, rom igive 
normebi, principebi da Rirebulebebi, romlebic 
ZalaSia realur sivrceSi, gadatanili iqnas on-
lain reJimSic. adamianis fundamenturi ufle-
bebi, demokratiisa da kanonis uzenaesoba dacu-
li unda iyos kibersivrceSi. Cveni Tavisufleba 
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da keTildReoba ufro da ufro damokidebulia 
inovaciur internetsivrceze, magram „onlain 
Tavisufleba“ agreTve moiTxovs usafrTxoebasa 
da dacvas. kibersivrce daculi unda iyos inci-
dentebis, muqaris da ukanono gamoyenebisagan. 
am kuTxiT, mTavrobas aqvs ramdenime ZiriTadi 
amocana: uzrunvelyofil iqnas xelmisawvdomo-
ba da Riaoba, daculi iqnas adamianis fundamen-
turi uflebebi „onlain“ da SenarCunebuli iyos 
saimedooba interentsivrceSi. Tumca aRsaniSna-
via, rom kerZo seqtori flobs da operirebs kib-
ersivrcis mniSvnelovan nawilSi da nebismierma 
iniciativam, romelic miznad isaxavs am sferoSi 
warmatebas, mniSvnelovania aRiaros misi wamyvani 
roli.  sainformacio da sakomunikacio teqnol-
ogiebi gaxda ekonomikuri zrdis xerxemali da 
warmoadgens kritikul resurss, romelsac ey-
rdnoba yvela ekonomikuri seqtori. amJamad is 
efuZneba kompleqsur sistemas, romelic inar-
Cunebs msoflios ekonomikur ganviTarebas iseT 
ZiriTad seqtorebSi, rogorebicaa: finansebi, 
jandacva, energetika da transporti. [1]

ukanaskneli wlis evrobarometrma aCvena, 
rom evropelebis TiTqmis mesamedi ar aris dar-
wmunebuli internetbankiT ganxorcielebuli 
operaciebisa da onlainSesyidvebis usafrTxoe-
baSi. absoluturma umravlesobam aseve ganacx-
ada, rom isini eridebian piradi informaciis 
internetSi ganTavsebas usafrTxoebis proble-
mebis gamo. evrokavSiris masStabiT, internetis 
yoveli 10 momxmareblidan erTi ukve gaxda TaR-
liTobis msxverpli. ukanasknelma wlebma aCve-
na, rom erTis mxriv cifrul samyaros moaqvs 
uzarmazari sargebeli da amasTn igi aris sak-
maod daucveli. incidentebi, iqneba es ganzrax 
Tu SemTxveviT, izrdeba sagangaSo tempiT da 
SeiZleba Seaferxos mosaxleobisTvis iseTi ar-
sebiTi momsaxurebebis miwodeba, rogorebicaa: 
wyalmomarageba, jandacva, eleqtroenergiis an 
mobiluri komunikaciiT momsaxureba. safrTx-
eebs SeiZleba hqondeT gansxvavebuli warmoSoba 
- maT Soris: sisxlis samarTlis, politikurad 
motivirebuli. aseve gasaTvaliswinebelia bune-
brivi katastrofebi da SemTxveviTi Secdomebi.  
evrokavSiris ekonomika ukve dazaralda ker-
Zo seqtoris Tu fizikuri pirebis winaaRmdeg 
mimarTuli moqmedebebisagan. kiber-kriminalebi 
iyeneben sul ufro da ufro daxvewil meTodebs 
sainformacio sistemebSi SesaRwevad da monace-
mebis mosaparad. ekonomikuri jaSuSobis zrda 
kibersivrceSi axali kategoriis safrTxeebs 
uqmnis evrokavSiris wevri saxelmwifoebis mTav-
robebsa da kompaniebs. es faqtori xsnis, Tu 
ratom daiwyes msoflios masStabiT mTavrobebma 
kiberusafrTxoebis strategiis ganviTareba da 
miiCnies kibersivrce, rogorc metad mniSvnelo-

vani saerTaSoriso sakiTxi. 
kiber usafrTxoebis principebi:[2]
usazRvro da mravalfunqciuri interneti, 

dResdReobiT gaxda erT-erTi yvelaze Zlieri 
instrumenti globaluri progresisaTvis. is 
ZiriTadi  kanonebi da normebi, romlebic gamoi-
yeneba realuri cxovrebis sxvadasxva sferoSi, 
aseve vrceldeba kibersivrceSic. fundamentu-
ri uflebebis dacva, gamoxatvis Tavisufleba,  
piradi monacemebis konfidencialuroba kiber 
sivrceSi mxolod maSin SeiZleba iyos  efeqtu-
ri, rodesac is efuZneba evrokavSiris ZiriTad 
Rirebulebebs, evrokavSiris qartiis  funda-
mentur uflebebsa da Tavisuflebebs. nebismie-
ri informaciis gacvla, romelic exeba pirad 
monacemebs, SesabamisobaSi unda modiodes ev-
rokavSiris Sesabamis kanonTan monacemTa dacvis 
Sesaxeb da moicavdes srulyofil angariSs am 
sferoSi adamianis uflebebis Sesaxeb. imis gaT-
valiswinebiT, Tu ramdenad „cifrul“ samyaroSi 
uwevT dRevandel dRes moqalaqeebs cxovreba, 
cifrul servisebze xelmisawvdomobis SezRud-
va, warmoadgens mniSvnelovan problemas mo-
qalaqeebisTvis. yvelas unda hqondes internet-
Tan wvdoma da SeeZlos informaciuli nakadebis 
Seuferxebelad miReba. internetiT sargebloba 
garantias unda iZleodes misiT (internetiT) 
mosargeble TiToeuli moqalaqis usafrTxoeb-
isaTvis. qveyanaSi demokratiuli da efeqturi 
xelisuflebis pirobebSi,  cifruli samyaro  ar 
kontroldeba mxolod erTi piris mier. dRes-
dReobiT, arsebobs ramdenime dainteresebuli 
mxare, romelTagan bevria komerciuli da ar-
asamTavrobo organizaciebi. isini CarTulni ar-
ian internetresursebis marTvis, standartebis 
SemuSavebis da internetis samomavlo ganvi-
Tarebis saqmeSi. arsebobs saerTo pasuxismge-
bloba, raTa uzrunvelyofil iqnas sainforma-
cio usafrTxoeba  sxvadasxva sferoSi, radgan 
sainformacio da sakomunikacio teqnologie-
bze adamianis ufro da ufro mzardi damok-
idebulebis pirobebSi, gazrdilia xarvezebic, 
romlebic unda iqnas saTanadod gansazRvruli, 
zedmiwevniT gaanalizebuli, Semcirebuli da 
gamosworebuli. yvela Sesabamisma pirma, iqneba 
is sajaro xelisuflebis wevri, warmomadgeneli 
kerZo seqtoridan, Tu ubralod moqalaqe, unda 
gaiazros es saerTo pasuxismgebloba, miiRos 
zomebi, raTa daicvas sakuTari Tavi da saWi-
roebis SemTxvevaSi CaerTos koordinirebul mo-
qmedebebSi saerTo kiberusafrToxebis gaZlier-
ebisaTvis. evrokavSiris xedva warmodgenilia 
xuTi strategiuli prioritetis saxiT:

	 kiber mdgradobis miRweva;
	 kiberdanaSaulis mkveTrad Semcireba;
	 kiberusafrTxoebis politikis ganvi-

Tareba, romelic  dakavSirebulia  saerTo usa-
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frTxoebasa da Tavdacvis politikasTan  
	 kiberusafrTxoebis industriuli da te-

qnologiuri resursebis Seqmna;
	 Tanmimdevruli saerTaSoriso kiber-

politikis SemuSaveba (evrokavSiris sivrcisT-
vis), romelic SesabamisobaSi iqneba  evrokavS-
iris ZiriTad RirebulebebTan.

kiber mdgradobis miRweva: imisaTvis, rom 
xeli Seuwyos evrokavSiris kiber mdgradobas, 
mniSvnelovania, rom saxelmwifo organoebma 
da kerZo seqtorma ganaviTaron erTmaneTTan 
efeqturi TanamSromloba. dadebiT Sedegebze 
saqmianobis dafuZneba, SesaZlebels gaxdis, rom 
samomavlod Semcirebuli iqnas kiber riskebi 
da safrTxeebi. es gaaumjobesebs evrokavSiris 
Sida usafrTxoebas. aRsaniSnavia, rom kerZo 
aqtorebisTvis jer kidev ar arsebobs efeqturi 
waxalisebis meqanizmebi, raTa maT usafrTxoeb-
is sistemebSi meti investireba moaxdinon. ev-
rokavSiris mier SemoTavazebuli kanonmdeblo-
ba, miznad isaxavs ZiriTadi sferoebis moTama-
SeebisaTvis (kerZod, transporti, energetika, 
sabanko, safondo birJebi, internetgayidvebis 
momsaxureba, aseve, sajaro administraciebi) maT 
winaSe mdgari kiberriskebis Sefasebas da saime-
do da stabiluri qselebisa da sainformacio 
sistemebis meSveobiT Sesabamisi riskebis marT-
vis uzrunvelyofas. kiberkulturis gaZlier-
eba gaaZlierebs biznesis SesaZleblobebsa da 
konkurentunarianobas kerZo seqtorSi.

kiberdanaSaulis mkveTrad Semcireba: rac 
metad „cifrul“ samyaroSi vcxovrobT, miT 
meti SesaZleblobebi arsebobs kiber krimi-
nalebisTvisac. kiberdanaSauli danaSaulis 
erT-erTi yvelaze swrafad mzardi formaa da 
yoveldRiurad msoflioSi milionze meti ada-
miani xdeba misi msxverpli. kiberdanaSaulis qse-
lebi xdeba sul ufro da ufro daxvewili da 
Cvenc Sesabamisi saoperacio instrumentebi da 
SesaZleblobebi unda gagvaCndes maTTan gasam-
klaveblad. kiberdanaSauli maRalmomgebian da 
dabali riskis saqmianobebebs miekuTvneba da 
kiberdamnaSaveebi xSirad axerxeben anonimuri 
domenebis gamoyenebas. kiberdanaSaulma ar icis 
sazRvrebi da Sesabamisad mTavrobebma global-
urad da erTmaneTTan TanamSromlobiT unda 
ebrZolon mis mzard safrTxes. evrokavSirsa da 
mis wevr saxelmwifoebs unda gaaCndeT Zlieri 
da efeqturi kanonmdebloba kiberdanaSaulis 
dasaZlevad. evropis sabWos konvencia kiberdan-
aSaulis Sesaxeb (agreTve cnobili rogorc bu-
dapeStis konvencia) aris savaldebulo saer-
TaSoriso xelSekruleba, romelic uzrunvely-
ofs erovnuli kanonmdeblobis efeqturobas. 
amJamad, evrokavSiris wevr yvela saxelmwifos 
ar aqvs operatiuli SesaZleblobebi, imisaT-
vis, raTa efeqturad upasuxos kiberdanaSauls. 

yvela wevr qveyanas sWirdeba kiber danaSaulis 
winaaRmdeg brZolis efeqturi erovnuli er-
Teuli.

kiberusafrTxoebis politikis ganviTareba, 
romelic  dakavSirebulia  saerTo usafrTxoeba-
sa da Tavdacvis politikasTan: kiberusafrTxoe-
ba agreTve CarTulia Tavdacvis ganzomilebaSi. 
imisaTvis rom gaizardos wevri qveynebis sakomu-
nikacio da sainformacio sistemebis gamZleoba, 
kiberusafrTxoebis ganviTareba koncentrire-
buli unda iyos kiber safrTxeebis gamovlenaze 
da efeqtur reagirebaze. imis gaTvaliswinebiT, 
rom safrTxeebi mravalmxrivia, samoqalaqo da 
samxedro sazogadoebebs Soris aucilebelia 
meti efeqturi komunikacia (sinergia). es Zal-
isxmeva unda iyos mimarTuli kvlevebisa da 
ganviTarebisaken, agreTve, evrokavSirSi mTav-
robebsa da kerZo seqtors Soris ufro mWidro 
TanamSromlobisaken. gaorebis Tavidan acilebis 
mizniT, evrokavSiri Seiswavlis SesaZleblobebs 
saimisod, Tu rogor mimarTon evrokavSirma da 
“natom” erToblivi Zalisxmeva im sainformacio 
infrastruqturebis gaumjobesebisaken, romle-
bzedac damokidebulia orive organizacia.

kiberusafrTxoebis industriuli da te-
qnologiuri resursebis Seqmna: evropas gaaCnia 
SesaniSnavi SesaZleblobebi kvlevebisa da ganvi-
TarebisaTvis. mniSvnelovania imis uzrunvelyo-
fa, rom aparaturuli da programuli komponen-
tebis warmoeba moxdes evrokavSiris farglebSi 
da infrastruqturuli mowyobilobebic iyos 
ufro saimedo raTa garantirebuli iqnas piradi 
monacemebis dacva. maRali donis usafrTxoeba 
miiRweva mxolod im SemTxvevaSi, Tu mTliani 
jaWvi (magaliTad: programuli aRWurvilobis 
mwarmoeblebi, programuli uzrunvelyofis de-
veloperebi, momsaxurebis provaiderebi) miiC-
nevs usafrTxoebas rogorc prioritets. kerZo 
seqtori saWiroebs waxalisebas, raTa ganaviTa-
ros maRali donis kiberusafrTxoeba, magali-
Tad, saTanado kiberusafrTxoebis maCvenebeli 
etiketebis arseboba SesaZleblobas miscems 
kompaniebs rom warmoaCinon es faqtori da amiT 
miiRon konkurentuli upiratesoba. mTavari 
aqcenti mimarTuli unda iyos saimisod, rom wax-
alisdes riskis menejmenti da  SemuSavdes usa-
frTxoebis standartebi da gadawyvetilebebi. 
aseve SesaZloa Seiqmnas evrokavSiris masStabiT 
nebayoflobiTi serTificirebis sqemebi.

Tanmimdevruli saerTaSoriso kiberpoli-
tikis SemuSaveba (evrokavSiris sivrcisTvis), 
romelic SesabamisobaSi iqneba  evrokavSiris 
ZiriTad RirebulebebTan: Ria, Tavisufali da 
usafrTxo kibersivrcis SenarCuneba global-
uri gamowvevaa, romelSic evrokavSiri unda 
CaerTos Sesabamis saerTaSoriso partniorebT-
an, organizaciebTan, kerZo seqtorTan da samo-
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qalaqo sazogadoebasTan erTad. saerTaSoriso 
kibersivrcis politikaSi evrokavSiris mizania, 
xeli Seuwyos internetis Riaobasa da Tavisu-
flebas. mimarTos Zalisxmeva kibersivrceSi 
qcevis normebis gansaviTareblad da arsebuli 
saerTaSoriso kanonebis Sesasruleblad. ev-
rokavSiri agreTve aqtiurad monawileobs saer-
TaSoriso ZalisxmevaSi kiberusafrTxoebis mis-
aRwevad. internetis xelmisawvdomobis gazrdis 
pirobebSi mniSvnelovania msoflioSi demokra-
tiuli reformebis ganxorcieleba da maTi pop-
ularizacia. gazrdil globalur komunikaciebs 
ar unda axldes cenzura. evrokavSiri xels uw-
yobs korporatiuli socialuri pasuxismgeblo-
bis danergvas da saerTaSoriso iniciativebis 
waxalisebas raTa gaumjobesdes globaluri 
koordinacia am sferoSi. 

amrigad, evrokavSiris mier SemoTavazebuli 
kiber strategia, asaxavs evrokavSiris xedvas 
da saWiro qmedebebs, dafuZnebuls moqalaqeTa 
uflebebze da evrokavSiris onlaingaremos usa-
frTxoebaze. es xedva SeiZleba gaanalizdes mx-
olod mravali mxaris mWidro TanamSromlobis 
Sedegad.
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