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Sida informaciuli teqnologiebis safrTx-
eebisagan Tavis dasacavad programuli da te-
qnikuri produqtebis SerCevamde aucilebelia 
vupasuxoT sabazo kiTxvebs - ratom unda davic-
vaT Tavi, rogoria SesaZlo damrRvevis - insaid-
eris portreti, da ra Tanxebis dasaxarjadaa 
mzad kompania dacvis uzrunvelsayofad. qve-
moT ganxilulia am kiTxvebze SesaZlo pasuxebi 
da agreTve mocemulia dasaxuli miznis reali-
zaciis SesaZlo gzebi. ganxilulia iseTi cneba, 
rogoricaa sistemuri landSafti.
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Before to determine by what products it is necessary to 
be protected from internal IT threats, it is necessary to an-
swer basic questions – why to be protected from them what 
portrait of the violator and what resources the company is 
ready to spend for protection against internal threats. In 
article answers to these questions are given, and also ef-
fective ways of implementation of the chosen purpose are 
offered. such concept as a system landscape is considered.

ZiriTadi nawili

Sida riskebisagan Tavis dasacavad produqteb-
is arCevamde, iseve rogorc  nebismieri sistemis 
danergvamde, aucilebelia bazuri sakiTxebis 
garkveva - ratom aris saWiro am riskebisgan 
Tavdacva, vin aris SesaZlo damrRvevi da ra 
resursebis daxarjvas apirebs kompania dacvaze.

ratom aris saWiro danergva da rogor 
davnergoT?:

normatiul standartebTan Sesabamisoba - au-
ditis procesSi Semowmebadi kontrolis dan-
ergva;

informaciis daculoba - Ria danergva 
sakadro muSaobasTan SeTanxmebiT;

gadinebis arxebis gamovlena - faruli dan-
ergva;

Sida safrTxeebis uaryofa - qseluri opera-
ciebis da monacemTa moZraobis arqivacia, imis 
dasasabuTeblad, rom gadinebis saTave ar aris 
firmis SigniT.

realurad bevr qveyanaSi sabanko da sadaz-
Rvevo sferoebSi, birJebze da sxva finansur 
institutebSi arsebobs mkacri kanonmdebloba, 
romlis Seusruleblobac gamoiwvevs licen-
ziis CamorTmevas ZiriTad saqmiaobaze. finan-
suri informaciis Semnaxav sistemebze wayen-
ebuli moTxovnebis umravlesobas safuZvlad 
udevs ISO standartebis moTxovnebi da bazelis 
SeTanxmebebi. kompaniebi, romlebic TavianTi 
aqciebiT vaWroben saerTaSoriso birJebze aqvT  
sakuTari moTxovnebi. magaliTad niu-iorkis 
safondo birJa moqmedebs saneins-oqslis 2002 
wlis aqtis SeTanxmebis safuZvelze, romelic 
awesebs reglaments im kompaniis informaciuli 
sistemebis marTvaSi, romelsac gamoaqvs savaW-
rod sakuTari fasiani qaRaldebi. bolo wlebSi 
aqtualuri gaxda personaluri informaciis 
dacvis sakiTxebi - moqalaqeTa piradi infor-
maciis konfidencialurobis darRveva.

sxvadasxva qveynebSi moqmedebs sxvadasxva 
aqtebi:  GLBA, HIPAA - personaluri informaci-
is dacvis sxvadasxva lokaluri aqtebi.

amrigad Sida it-is Tavdasxmebisgan dacvis 
sistemis  modeli standartebSia Cadebuli 
da misi danergva pirvel rigSi aucilebe-
lia im pirobiT, rom gaiaros auditi aRweril 
standartebTan. am dros sistemis funqcion-
irebisas warmoqmnili konfliqti efeqturobasa 
da standartTan Sesabamisobas Soris yovelT-
vis mTavrdeba standartebis sasargeblod. ama-
vdroulad arcerTi maregulirebeli organo ar 
iZleva rekomendacias im produqtebis Sesaxeb, 
romliTac xdeba dacvis organizeba da zaralis 
anazRaurebac xdeba organizaciis TanxebiT.

informaciis daculoba - es sakiTxi aqtu-
aluri xdeba konfidencialuri informaciis 
gaJonvis realuri incidentis Semdeg. am SemTx-
vevaSi SemkveTi ar aris SezRuduli standarte-
biT da Tavisuflad SeuZlia daeyrdnos sakuTar 
azrs da arsebul saSualebebs informaciuli 
sistemis dacvis agebis sakiTxSi. am SemTxvevaSi 
dacvis efeqturobis amaRlebis mizniT teqni-
kuri saSualebebis danergvas Tan axlavs muSa-
oba personalTan. am procesSi Sedis, rogorc 
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instruqtaJi da treningi, aseve axal pirobebTan 
adaptacia, Tanamdebobrivi instruqciebis da in-
formaciuli sistemis gamoyenebis reglamentis 
Secvla.

fsiqologiuri faqtori muSaobs informaci-
is dacvaze. ician ra, rom maTi moqmedeba kon-
troldeba, bevri potenciuri damrRvevi uars 
ambobs usafrTxoebis politikis darRvevis gan-
zraxvaze. amitom aseTi sistemis danergvas Tan 
unda sdevdes gaxmovanebuli RonisZiebebi, Sida 
usafrTxoebis politika ki brZanebiT unda iyos 
danergili. magram konkretuli teqnologiuri 
gadawyvetileba unda iyos daculi gaxmovanebi-
sagan, raTa ar moxdes muSaoba sistemis winaaRm-
deg.

informaciis gaJonvis arxebis da wyaroebis 
gamovlena - es mizani dgeba SemkveTis winaSe Tu 
informaciuli sistemidan regularulad xdeba 
informaciis gaJonva. danergvis es tipi radi-
kalurad gansxvavdeba wina ganxilulisgan. pir-
vel rigSi aqcenti aRebulia farul danergvasa 
da mtkicebulebebis Segrovebaze. xSirad faru-
li danergvis dros Sesabamisi programuli uz-
runvelyofis dayenebis SefuTva (maskireba) xde-
ba usafrTxoebis arsebuli sistemis ganaxlebis 
saxiT, magaliTad antivirusis dayeneba. 

monacemebis Segroveba - aseTi danergvis 
aranakleb woniani nawilia, raTa aramarto am-
ovlindes gaJonvis wyaro, aramed daisajos dam-
rRvevi arsebuli kanonmdeblobiT. monacemTa 
Segrovebis iuridiuli baza yvela qveyanaSi 
gansazRvrulia kanonmdeblobiT. mTlianobaSi 
situacia ase gamoiyureba: cifruli mtkice-
bulebebis Segroveba (daSvebis Jurnalebi, wer-
ilebis aslebi da sxva) mkacrad reglamentird-
eba kanonmdeblobis mier. xSirad mtkicebule-
bebis aRiarebisaTvis saWiroa specialuri wesiT 
specsamsaxurebis mier daRadaRebuli serveri, 
romelzec specsamsaxuris garda aravis aqvs 
daSveba. am SemTxvevaSic miTiTeba SeiZleba mx-
olod safosto yuTze, saaRricxvo Canawerze, 
IP misamarTze da sxva. imis mtkiceba, rom dar-
Rvevis dros kompiuterTan imyofeboda konkre-
tuli adamiani Zalian rTulia. udanaSaulobis 
prezumpciidan gamomdinare danaSaulze pasux-
ismgebelia xelmZRvaneli. aseT dros SeiZleba 
gamoyenebuli iqnas iseTi teqnikuri saSualebe-
bi, rogoricaa biometriuli gasaRebebi da vide-
odakvirveba.

konkurentuli upiratesobis Seqmna - am miz-
ans ufro xSirad isaxaven informaciis Semkrebi 
sawarmoebi - monacemTa centrebi, auditoru-
li kompaniebi, gamoZaxebebis marTvis centrebi 
(call - centrebi) da a.S. am SemTxvevaSic dan-
ergva xdeba Riad, im gansxvavebiT, rom kompanias 
SeeZlos klients miawodos nebismieri informa-
cia mis monacemebze warmoebul moqmedebebze.

sistemuri landSafti - mas Semdeg, rac momx-
marebeli Camoyalibdeba proeqtis mizanze, xdeba 
sistemuri landSaftis - teqnikuri saSualebeb-
is da wesebis, romlebic SeiZleba arsebobdnen 
kompaniaSi, kompleqsis aRwera.

momxmareblebis uflebebi - ar arsebobs momx-
mareblebis samuSao adgilebze mimdinare pro-
cesebis standartizaciis erTiani politika. es 
niSnavs, rom momxmareblebis nawili sargeblo-
ben lokaluri administratoris uflebebiT. 
aseTi momxmareblebi ZiriTadad erTiandebian 
momxmarebelTa or jgufSi - moZvelebuli opar-
aciuli sistemis momxmareblebi (MS Windows 98)  
da nouTbuqebis momxmareblebi. es agreTve niS-
navs, rom konfidencialuri dokumentebis asle-
bi inaxeba samuSao adgilebze. amas garda sam-
uSao adgilebze moqmedebs potenciurad saSiSi 
programuli uzrunvelyofa - failuri menejer-
ebi, romlebmac SeiZleba Caataron operaciebi 
Windows-is droebiT failebze, sinqronizaciis 
programebi, Sifraciis programebi da a.S.

moxmareblebis kvalifikacia - momxmarebleb-
is kvalifikacia yovelwliurad matulobs. isini 
iZenen unarebs, romelic SeiZleba saxifaTo aR-
moCndes kompaniis informaciuli usafrTxoebi-
saTvis. dRes rigiT momxmarebels SeuZlia pro-
gramebis dayeneba, procesebis moxsna, mobiluri 
internetiT sargebloba, informaciis gadacema 
daSifruli saxiT da a.S.

dacvis saSualebebi - ZiriTadi dacvis saS-
ualebebia: resursebze (interneti, korpora-
tiuli fosta, USB) daSvebis/wvdomis kontro-
lis teqnikuri gadawyvetilebebi, kontenturi 
signatiruli filtracia (ZiriTadad special-
uri wesiT awyobili antispam-filtri). magram 
es meTodebi qmedunariania ZiriTadad mxolod 
naklebkvalificirebuli an arafrTxili damr-
Rvevebis winaaRmdeg. signaturuli kontentu-
ri filtraciis Tavidan acileba SesaZlebelia 
„saSiSi“ sityvebis primitiuli amoSliT an el-
ementaruli kodirebiT, romelic ar moiTxovs 
Sifraciis specialuri programebis gaSvebas - 
magaliTad, kodirebis erTi nawilis simboloeb-
is (mag.: dasavleTevropuli) sxva nawilis msgavsi 
simboloebiT Secvla (mag.:kirilica), aso-bgere-
bis Secvla cifrebiT, transliterireba da a.S. 
akrZaluli daSveba Cveulebriv xorcieldeba sa-
muSao aucileblobis imitaciiT - Cven xom  it-
is Sida usafrTxoebaze vsaubrobT. e.i. meTodi 
„avkrZaloT yvelaferi“ miuRebelia, es yvela 
procesis SeCerebas gamoiwvevs.
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daskvna
amrigad kompaniebs aqvT aucilebloba erTis 

mxriv moawesrigon konfidencialuri infor-
maciis Senaxva, xolo meores mxriv danergon 
dacvis metad daxvewili sistema.
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