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informaciul sistemebSi konfidencialuri informaciis dacvis 

programuli da arateqnikuri saSualebebi

ekaterine roWikaSvili, stu-s asocirebuli profesori
gulnara kotrikaZe, stu-s asocirebuli profesori

laura SaverdaSvili, stu-s ufrosi maswavlebeli

reziume

informaciis dasacavad informaciuli sis-
temebis Sida riskebisgan, sa-Wiroa eleqtronul 
formatSi mocemul konfidencialur informa-
ciasTan muSaobis reglamentirebis, am infor-
maciis klasifikaciis da Senaxvis  Tavisebure-
bebis gacnoba. arasanqcirebuli daSvebisagan 
konfidencialuri informaciis dasacavad gamoi-
yeneba, rogorc arateqnikuri, fsiqologiuri da 
organizaciuli, aseve teqnikuri RonisZiebebi. 
ganxilulia teqnikuri RonisZiebebis farglebSi 
InfoWatch gadawyvetilebebis muSaobis princi-
pebi da maxasiaTeblebi. 

sakvanZo sityvebi: Jurnalireba, interneti, 
insaideri, aqtiuri momxmarebeli, gaJonvis arxi, 
RFID, konsoli.
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Summary

To protect information from internal risks of informa-
tion systems, it is necessary to get acquainted with the reg-
ulation of work with confidential information, the peculi-
arities of classification and storage of this information.  for 
protection of confidential information against nesanktsiro-
vanny access are trampled down as nontechnical - psycho-
logical and organizatsionny, also tekhnichesly measures. 
Rassmotreni the principles of work the solved InfoWatch 
within technical measures. 
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formation leakage channel, RFID, console. 

ZiriTadi nawili

konfidencialuri informaciis Senaxvis me-
Todebi. korporatiul sainformacio qsel-
Si Senaxuli konfidencialuri informaciis 
dasacavad unda ganisazRvros konkretulad ras 
vicavT da ratom vicavT. unda gani-sazRvros 
ra aris konfidencialuri da dainergos momx-
marebelTa sxvadasxva jgufisaTvis masze daS-
vebis wesebi. yvela kompaniaSi unda arsebobdes 
konfidencialur beWdur monacemTan muSaobis 
wesebi. dacvis pirveli amocanaa am meTodebis 
adaptireba eleqtronuli dokumentebisaTvis, 
rac faqtiurad daiyvaneba Semdegi moqmedebeb-
is (romelic ar gvaqvs qaRaldze arsebul do-
kumentebTan mimarTebaSi) – dokumentis asli, 
dokumentis nawili da a.S. reglamentirebamde. 
ganisazRvreba dokumentis sasicocxlo cikli _ 
sad iqmneba, vin da rogor moixmars, vin da ra 
pirobebSi akoreqtirebs, raxniT inaxeba da ro-
gor nadgurdeba. 

aq aris niuansebi, romelic exeba el-fostiT 
mimoweras. reglamenti mkacrad aregulirebs 
konfidencialuri informaciis Semcveli do-
kumentebis gadagzavnas. kompaniaSi aucileblad 
unda ganisazRvros informaciis tipebi, romlis 
gadagzavna el-fostiT ikrZaleba. TiTqmis yve-
la kompaniaSi aris informaciis standartuli 
nakrebi, romlis korporatiuli fostiT gagza-
vnac erT ganyofilebas SeuZlia da meores ara. 
konfidencialuri informaciis Semcveli do-
kumentebis gamoyenebis reglamenti unda asaxa-
vdes misi Senaxvis da masze daSvebis organi-
zaciis sistemis aRweras.  magaliTad, wasakiTx-
ad an koreqtirebisaTvis dokumentze daSvebis 
miRebamde TanamSromelma unda miuTiTos ris 
safuZvelze da ra mizniT apirebs dokumentze 
mimarTvas, ra moqmedeba unda Seasrulos masze, 
rodis daasrulebs dokumentze muSaobas da a.S. 
eleqtronuli monacemebis SemTxvevaSi doku-
mentebTan muSaobis “Jurnali”-s warmoeba gac-
ilebiT iolia, radgan operaciebis umetesoba 
(magaliTad, daSvebis da koreqtirebis uflebeb-
is Semowmeba, muSaobis drois aTvla da Seswore-
bebis kontroli) SesaZlebelia ganxorcieldes 
avtomaturad. termini Jurnalirebis parale-
lurad, SeiZleba Segvxvdes termini logireba. 

unda ganisazRvros romeli dokumentia kon-
fidencialuri da romel TanamSromels ra 
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donis daSveba aqvs maTze – iqmneba konfiden-
cialuri dokumentebis e.w. reestri, romelic 
agreTve gansazRvravs daSvebis, reestrSi doku-
mentebis Setanis da Secvlis (an ganadgurebis) 
wesebs. vinaidan yoveldRiurad izrdeba doku-
mentebis raodenoba maTi avtomaturi klasi-
fikaciis meqanizmis gareSe reestri dakargavs 
aqtualobas.

TiToeuli konfidenficialuri dokumenti 
unda Seicavdes Wdes, romlis mixedviTac ma-
kontrolebeli programa gansazRvravs konfi-
dencialobis xarisxs da momxmareblis katego-
rias, romelsac SeuZlia potenciurad saSiSi 
operaciis ganxorcieleba – internetSi gamo-
qveyneba, kopireba sxvadasxva matareblebze, sax-
elis Secvla, el-fostiT gadagzavna da a.S. Tu 
daculi dokumentebi inaxeba MS Office formatSi, 
Wdis rolSi SeiZleba gamoyenebuli iqnes do-
kumentis Tvisebebis Sesabamis velSi arsebuli 
Canaweri “konfidencialuria”. SeiZleba gamoy-
enebul iqnas programuli Wdeebi da failebis 
specialuri formatebi. daWdevebis yvelaze 
gavrcelebuli da martivi meTodia failebze 
saxelebis miniWeba specialuri niRbiT. am pro-
ceduris danergvis yvelaze martivi gzaa doku-
mentis failis failur serverze ganTavsebis, 
korporatiul sacavSi Senaxvis an intranetSi 
gamoqveynebis saSualeba mieces mxolod winas-
war gansazRvruli Sablonis mixedviT saxelis 
darqmevis Semdeg. droTa ganmavlobaSi  yvela 
fails, romelmac gaiara el-fosta, failuri 
serveri, monacemTa sacavi an intraneti, swo-
rad eqneba miniWebuli saxeli. aseTi dokumenti 
masze dauSvebeli moqmedebis Sesrulebis Semdeg 
avtomaturad xvdeba makontrolebeli sisteme-
bis xedvis areSi ara kontenturi filtraciis 
gziT aramed usafrTxoebis politikis safuZv-
elze moqmedi monitorebis daxmarebiT. konten-
turi filtraciisgan gansxvavebiT es moTodi 
iZleva 100%-ian garantias. es mosaxerxebelia 
vizualuri kontrolisTvisac – beWdvis rigSic 
SesaZlebelia konfidencialuri dokumentebis 
danaxva. 

reestris Seqmnis Semdeg xdeba informaciis 
Senaxvis organizeba. msxvil kompaniebSi akr-
Zalulia konfidencialuri informaciis Senaxva 
lokalurad, samuSao adgilebze. Cveulebriv 
aseTi monacemebi inaxeba specialur klient-
serverul an web-danarTebze (korporatiul 
intranet-portalebze, dokumentur sacavebSi, 
biznes-danarTebze, sacnobaro-normatiul ba-
zebSi, dokumentbrunvis sistemebSi da a.S.) 
romlebic ganasxvaveben momxmarebelTa daS-
vebis uflebebs da icaven informacias arasan-
qcirebul adgilze Senaxvisgan. Serverze aseTi 
monacemebis dacva mravaldoniania (aparatuli 
platformis, operaciuli sistemis, monacemTa 

bazebis marTvis sistemis da danarTis doneze). 
magram samuSao adgilebidan informaciis gaJon-
vis albaToba mainc arsebobs. 

dacvis ZiriTadi mimarTulebebi. radgan yve-
la TanamSromeli, romelsac aqvs informaciaze 
wvdomis ufleba, potenciuri damtacebelia, me-
Todebi igegmeba imis gaTvaliswinebiT, rom dac-
uli iyos balansi informaciis legaluri gamoy-
enebisaTvis xelmisawvdomobasa da gaJonvisgan 
mis dacvas Soris. 

eleqtronuli dokumentaciis dacvis biznes-
procesis magaliTad, aRebulia beWdviT do-
kumentebTan muSaobis meTodebi. el-dokumen-
tis sasicocxlo ciklis kontrolis funqciis 
nawili avtomatizebulia. am nawilSi aqtiurad 
gamoiyeneba dokumentebis Sifracia da failis 
specialuri formatebi, romelic krZalavs do-
kumentis sxva formatSi Senaxvas, redaqtirebas 
an SigTavsis kopirebas Windows buferSi, magal-
iTad unsearchable PDF an MS Office axal formatSi.

efeqturia kompaniis teritoriaze infor-
maciis fizikuri matareblebis kontroli. ma-
gram matareblebis zomis sul ufro Semcirebis 
gamo es meTodi naklebefeqturi xdeba. amitom 
ufro misaRebia dokumentebis dacva kopire-
bamde.

mniSvnelovania aramarto is Tu vis aqvs daS-
vebis ufleba dokumentze, aramed isic Tu ra 
moqmedebebis Sesrulebas apirebs es momxmarebe-
li. sxvadasxva momxmarebelma erTidaigive do-
kumenti sxvadasxvagvarad SeiZleba gamoiyenos 
(wakiTxva, redaqtireba da a.S.) mniSvnelovania 
im moqmedebebis kontroli, romelmac SeiZleba 
informaciis gaJonvamde migviyvanos. es aris 
moqmedebebis sami jgufi: pirvelia failebis 
kopireba gare matareblebze, fostiT gagzavna, 
internetSi gamoqveyneba, beWdva. meorea – do-
kumentebidan informaciis kopireba Windows –
is buferSi, droebiTi failis kopireba da a.S. 
mesame jgufs ganekuTvneba failis saxelis an 
gafarToebis Secvla, Senaxva sxva formatSi, ar-
qivireba, kodireba, daSifvra. kontrolis meTo-
dis mixedviT konfidencialur failze konkre-
tuli momxmareblisaTvis dauSvebeli operacia 
an iblokeba, an masze informacia gadaecema usa-
frTxoebis oficers.

konfidencialuri informaciis gaJonvaSi 
monawile TanamSromlebi klasificirdebian 
ramodenime kriteriumiT – winaswarganzraxu-
li an daudevari, sakuTari miznebiT an sxvisi 
dakveTiT moqmedi, konkretul informaciaze 
monadire an dainteresebuli sruli informaci-
iT. swori klasifikaciis SemTxvevaSi  SesaZle-
belia moqmedebebis  prognozireba. garda amisa 
dacvis saSualebebis SerCevisas gaTvaliswinebu-
li unda iqnas konkretuli damrRvevis tipi. 

Sida safrTxeebisagan dacvis arateqnikuri 
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RonisZiebebi.  Tu dacvis sistemis danergvis Ziri-
Tadi mizania gaJonvis arsebuli arxebis, misi yvela 
rgolis, kompaniis SigniT arsebuli Semsrulebleb-
is da SemkveTebis gamovlena, maSin mizanSewonilia 
pirvel rigSi momxmarebelTa aqtivobis monitore-
bis da fostis kontenturi filtraciis gamoyen-
eba. am SemTxvevaSi misaRebia samuSao adgilebze  
programuli  agentebis dayeneba da maTi SeniRbva 
sxva programebis saxiT, magaliTad antivirusi an 
programuli uzrunvelyofis auditis monitori. 
Tu dacvis sistema aSkarad dainergeba (magaliTad 
videokamerebi) fsiqologiuri faqtoris gavleniT 
SesaZlebelia sakmaod didi ekonomiis miReba. 

usafrTxoebis sistemis mudmivi testirebis 
garda aucilebelia poten-ciuri damrRvevebis 
SesaZleblobebis SezRudva, pirvel rigSi momx-
marebels ar unda qondes lokaluri administra-
toris ufleba Tavis samuSao adgilze, am SemTx-
vevaSi aucilebelia programuli uzrunvelyofa, 
romelsac SeeZleba im operaciul sistemebTan 
muSaoba, romlebsac aqvT daSorebuli marTvis 
mxardaWera. 

dasaSvebi programuli uzrunvelyofis Ca-
monaTvalis Sedgenis Semdeg, aucilebelia yvela 
samuSao adgilze maTi dayeneba da sxva nebismie-
ri programis gaSvebis akrZalva administratoris 
nebarTvis gareSe (magaliTad operaciul siste-
maSi CaSenebuli Windows Explorer naklebad moxerx-
ebulia, magram igi Windows droebiTi failebis 
kopirebis saSualebas ar iZleva). 

mcire organizaciuli RonisZiebebiT SesaZlebe-
lia didi problemebis gadawyveta – Tu monacemTa 
bazidan yoveldRiuri moTxovnebis moculobis 
limiti Semcirdeba ise, rom mis gadmosaqaCad (bazis 
moculobidan gamom-dinare) saWiro iqneba araerTi 
samuSao dRe. am SemTxvevaSi nawil-nawil, sxva da 
sxva dRes gadmowerili informacia, bazis yovel-
dRiuri ganaxlebis fonze kargavs aqtualobas. 

TanamSromlebis swavlebebi da instruqtaJi 
exmareba informaciis dacvis sakiTxs. amasTan er-
Tad TanamSromlis maRali kompiuteruli kvali-
fikacia zogjer ufro seriozuli naklia vidre 
arasakmarisi kvalifikacia (namdvilad arasaWiroa 
buRalteriis TanamSromeli flobdes sistemuri 
administratoris unarebs). 

sarezervo aslebis fizikuri matareblebiT ga-
tana aris informaciis gaJonvis kidev erTi arxi. 
am arxis dasacavad gamoiyeneba matareblebis 
anonimizacia – informaciaze wvdomis mqone Tan-
amSromlebisaTvis ucnobia, romel matarebelze 
romeli informaciaa Cawerili, mimarTva xdeba mx-
olod anonimuri nomrebiT. im TanamSromlebs ki, 
romlebmac ician sad ra informaciaa Cawerili ar 
aqvT matareblebis sacavTan daSveba. dacvis meore 
variantia, sarezervo aslebis Seqnisas informaci-
is Sifracia. 

InfoWatch-is programuli gadawyvetebi: es gad-
awyvetebi emyareba or ZiriTad teqnologias 
– kontentis filtracia da samuSao adgilebze 
momxmareblis an administratoris moqmedebebis 

auditi. agreTve InfoWatch-is kompleqsuri gad-
awyvetebis Semadgeneli nawilia informaciuli 
sistemidan gamosuli informaciis sacavi da Sida 
usafrTxoebis marTvis erTiani konsoli. 

InfoWatch kontenturi filtraciis ZiriTadi 
gansxvavebaa morfologiuri birTvis gamoyeneba. 
tradiciuli signaturuli filtraciisagan gansx-
vavebiT am teqnologias aqvs ori upiratesoba – 
elementaruli kodirebisadmi (erTi simboloebis 
meoreTi Secvla) aramgrZnobiaroba da ufro maRa-
li qmedunarianoba. radgan birTvi sityvebis nacv-
lad muSaobs fuZis formebze, igi avtomaturad 
poulobs fuZeebs, romlebic Sereul kodirebas 
Seicaven. aseve fuZesTan muSaoba, romlebic  nebi-
smier enaSi aTi aTass ar aWarbebs, sityvis forme-
bTan muSaobasTan SedarebiT, romelTa raodenobac 
milions aRwevs, mniSv-nelovani Sedegebis miRebis 
saSualebas iZleva sakmaod dabali qmeduna-riano-
bis mqone teqnikis gamoyenebis drosac.  

momxmareblis moqmedebebis monitoringisaTvis 
InfoWatch gvTavazobs  ramodenime interceptors 
(damWers) – failuri operaciebis, beWdvis opera-
ciebis, danarTebis SigniT operaciebis, mierTebul 
mowyobilobebTan operaciebis interceptorebi sa-
muSao adgilze erT agentSi. 

yvela dokumenti, romelmac gaiara informaci-
uli sistemidan gamavali romelime arxi – el-
fosta, interneti, beWdva, gare matareblebi, inax-
eba *storage  danarTSi yvela atributis miTiTebiT 
– momxmareblis saxeli, gvari, Tanamdeboba, el-
proeqciebi (saaRricxvo Canaweris da el-fostis 
IP –misamarTebi) operaciis Sesrulebis TariRi da 
dro, dokumentis saxeli da atributebi. 

konfidencialuri informaciis dacvis te-
qnikuri saSualebebis danergva naklebefeqturi 
iqneba sxva meTodebis, pirvel rigSi organizaciu-
lis, gamoyenebis gareSe. Sida da gare damrRvevebs 
Soris arsebobs rolebis ganawileba da, gare da 
Sida safrTxeebis monitoringis sistemebidan 
miRebuli informaciis gaerTianebiT SesaZlebelia 
kombinirebuli Setevebis faqtebis aRmoCena. Sida 
da gare usafrTxoebis Sexebis erTerTi wertilia 
daSvebis uflebebis marTva. nebismieri ganacxadi 
resursebze wvdomis uflebaze, romelic ar aris 
ganpirobebuli samsaxureobrivi aucileblobiT, 
signalia am informaciaze auditis moqmedebebis 
meqanizmis CarTvisaTvis. 

Sida incidentebis monitoringis sistemis ganvi-
Tarebis meore mimarTulebaa – gaJonvis aRkveTis 
sistemis ageba. aseTi sistemis muSaobis algo-
riTmi igivea, rac SeWris aRkveTis gadawyvetile-
bebSi. igeba damrRvevis modeli da misi mixedviT 
“damrRvevis signatura” - damrRvevis moqmedebebis 
Tanmimdevroba. Tu ramodenime moqmedeba daemTx-
va damrRvevis signaturas, xdeba Semdegi nabijis 
prognozireba, Tu isic daemTxva signaturas, ma-
Sin miicema gangaSis signali. damrRvevis moqmede-
bebis modelis (profilis) gamoyeneba SesaZlebelia 
aramarto programuli agentebidan informaciis 
mogrovebiT. Tu gaanalizdeba monacemTa bazaze 
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moTxovnebis xasiaTi, yovelTvis aris SesaZlebe-
li im TanamSromlis gamovlena, romelic mTeli 
rigi Tanmimdevruli moTxovnebis safuZvelze 
cdilobs bazidan informaciis fragmentis miRe-
bas. 

monacemTa Sifraciis da anonimizaciis princ-
ipebi aucilebeli Senaxvisa da damuSavebis or-
ganizaciisaTvis. daSorebuli daSvebis organi-
zeba ki terminaluri protokoliT SesaZlebe-
lia ise, rom moTxovnis gamcem kompiuterze ar 
darCes aranairi informacia.

monitoringis sistemas SeuZlia mogvces mx-
olod damrRvevis IP misamarTi, saaRricxvo 
Canaweri, el-fostis misamarTi da a.S. imisaTvis, 
rom dadanaSauldes TanamSromeli identifika-
tori unda miebas pirovnebas. aq inergeba auten-
tifikaciis sistemebebi – martivi simbolebidan 
biometriamde da RFID identifikatorebi. 
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